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Feitian Technologies Co., Ltd

Developer’s Agreement

All Products of Feitian Technologies including, but not limited to, evaluation copies, diskettes,

CD-ROMs, hardware and documentation, and all future orders, are subject to the terms of this

Agreement. If you do not agree with the terms herein, please return the evaluation package to us,

postage and insurance prepaid, within seven days of their receipt, and we will reimburse you the

cost of the Product, less freight and reasonable handling charges.

1.

Allowable Use — You may use the Software with other programs for the sole purpose of
protecting communications or encrypting files as described in the Developer’s Guide with
ePass2000’s license. You may make archival copies of the Software.

Prohibited Use — The Software or ePass2000 hardware token or any other part of the
Product may not be copied, reengineered, disassembled, de-compiled, revised, enhanced or
otherwise modified, except as specifically allowed in item 1. You may not reverse engineer
the Software or any part of the product or attempt to discover the Software’s source code.
You may not use the magnetic or optical media included with the Product for the purposes
of transferring or storing data that was not either an original part of the Product, or a Feitian
Technologies provided enhancement or upgrade to the Product. You may not place the

Software on a server and make it publicly available.

Warranty — Feitian Technologies warrants that the ePass2000 tokens and Software storage
media are substantially free from significant defects of workmanship or materials for a time

period of twelve (12) months from the date of delivery of the Product to you.

Breach of Warranty — In the event of breach of this warranty, Feitian Technologies sole
obligation is to replace or repair, at the discretion of Feitian Technologies, any Product free
of charge. Any replaced Product becomes the property of Feitian Technologies.

Warranty claims must be made in writing to Feitian Technologies during the warranty
period and within fourteen (14) days after the observation of the defect. All warranty
claims must be accompanied by evidence of the defect that is deemed satisfactory by
Feitian Technologies. Any Products that you return to Feitian Technologies, or a Feitian
Technologies authorized distributor, must be sent with freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR
REPRESENTATION OF THE PRODUCT, EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

Limitation of Feitian Technologies’ Liability — Feitian Technologies’ entire liability to
you or any other party for any cause whatsoever, whether in contract or in tort, including
negligence, shall not exceed the price you paid for the unit of the Product that caused the
damages or are the subject of, or indirectly related to the cause of action. In no event shall
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Feitian Technologies be liable for any damages caused by your failure to meet your
obligations, nor for any loss of data, profit or savings, or any other consequential and
incidental damages, even if Feitian Technologies has been advised of the possibility of
damages, or for any claim by you based on any third-party claim.

6. Termination — This Agreement shall terminate if you fail to comply with the terms herein.

Items 2, 3, 4 and 5 shall survive any termination of this Agreement.
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Contact Information

World Wide Web:

http://www.FTsafe.com

Feitian Technologies Co., Ltd.

Tel: +86-10-62304466
Fax: +86-10-62304477
Email: world.sales@Ftsafe.com

Address: Bldg.7A/5F, 40 Xueyuan Road,
Haidian District,

Beijing 100083, CHINA

Please e-mail any comments, suggestions or questions regarding this document to us at:

world.sales@Ftsafe.com
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EC Attestation of Conformity
The equipment complies with the principal protection requirement of the EMC
Directive (Directive 89/336/EEC relating to electromagnetic compatibility)
based on a voluntary test.

This attestation applies only to the particular sample of the product and its
technical documentation provided for testing and certification. The detailed test results and all

standards used as well as the operation mode are listed in

Test report No. 70407310011
Test standards: EN 55022/1998 EN 55024/1998

After preparation of the necessary technical documentation as well as the conformity declaration the
CE marking as shown below can be affixed on the equipment as stipulated in Article 10.1 of the

Directive. Other relevant Directives have to be observed.

USB

' ' 0 n‘ This equipment is USB based.

FCC certificate of approval

This Device is conformance with Part 15 of the FCC Rules and Regulations for

Information Technology equipments.

Microsoft® Windows® Logo Program

(4
/ &

This device past Windows HCT test carried out by Windows Hardware Quality Labs

Degned for (WHQL) to determine whether a product meets the Windows Logo Program

requirements.

Check Point® OPSEC Partner

ePass2000 has achieved OPSEC™ (Open Platform for Security) certification
from Check Point Software Technologies Ltd. (NASDAQ: CHKP), the
worldwide leader in securing the Internet. Through OPSEC certification,
ePass2000 seamlessly integrates with Check Point's market-leading
VPN-1®/FireWall-1® Next Generation™ software.
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Chapter 1 Introduction to ePass2000

The Internet has enabled unprecedented levels of communication interchange. Information can be
exchanged more easily than ever before. But the Internet is a standards based public network. You
can use it to communicate with almost anyone, but almost anyone can use the Internet to access your
private network, or “snoop” your confidential communications. ePass2000 is a standards based
network token that may be used to secure your communications on the Internet.

This guide is intended to explain ePass2000 application theory and security features. It is also
intended to supply practical information for using ePass2000 to enhance your security

infrastructure.

This chapter will cover the following topics:
»  What is ePass2000

Why Use ePass2000

Advantages of ePass2000

ePass2000 Hardware Features
ePass2000 System Architecture

YV V V VYV

1.1 Whatis ePass2000

ePass2000 is a new generation of data security product. It combines the security features of smart
cards with the data transfer capability of a USB port. But it costs less than the traditional smart card
devices. The ePass2000 token is small and lightweight, making it easy to carry on a key chain. It can
directly communicate with a PC through a USB port without any card reader or additional power.

The driver for ePass2000 token fulfills the PC/SC standard. It works with all applications compliant
with PC/SC standard.

1.2 Why Use ePass2000

Traditional smart card devices are expensive because they require a card reader. They are not
Plug-and-Play and are often inconvenient to use. The ePass2000 token overcomes these
disadvantages.

The ePass2000 token communicates with the PC through a USB (Universal Serial Bus) port at a
high rate of data transfer. It supports plug & play and power management, up to 127 devices can be
attached to a single USB port. USB port provides much better compatibility and higher transfer
speed than traditional serial port. The transfer speed may reach 115,200 baud, almost 12 times faster
than the traditional 9600-baud rate.

The ePass2000 token is integrated with smart card technology. Most existing smart card based
applications may work with ePass2000 without any modification or update. It provides a flexible
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solution for smart card users.

In addition to the traditional smart card applications, ePass2000 also supports many PKI
applications. Users may keep the private key and digital certificate in an ePass2000 token to ensure
the security of the private key. It provides a secure container for digital certificates, often the

weakest link for information security applications.

A special chip inside ePass2000 has enough muscle to run powerful RSA algorithms. This means
that once the private key is generated or stored inside the token, it will never leave the tokens secure
memory space. Even the token owner cannot read the private key. Tamper proof packaging makes
it impossible to access the private key by brute force.

It is well known that the PC environment is not secure. System vulnerabilities, hackers, virus
threaten the security of user’s sensitive information (such as private keys and passwords). The
security of information encryption applications, like digital signature, encrypted E-mail, and user
authentication, face the same threats. In general, sensitive information is stored on the hard disk,
where it may be stolen or corrupted. The ePass2000 token provides a secure storage space isolated
from the PC environment. Personal security credentials are kept safely in the ePass2000 token,
isolated from hackers, viruses and other threats.

ePass2000 is designed for secure storage of digital certificates, private keys and passwords,
electronic signatures, encryption operations, hard disk data protection and remote or local

authentication services.

1.3 Advantages of ePass2000

The ePass2000 token is a portable network token that connects directly to the USB port of a

computer. It is ideal for protecting user sensitive data and has the following advantages:

> High Security Levels
The on-board cryptographic function of the ePass2000 token, based on the RSA algorithm,
is much more secure than a software-only solution. All the sensitive information is kept in the
token’s secure storage space. All signing and encryption operations are performed inside the
ePass2000. The private key never leaves the token’s secure storage space, effectively thwarting
hackers who may try to copy the private key from the PC hard drive.

» Ease of Use
ePass2000 does not need any external devices. Just insert the token into the USB port of any
desktop, laptop, keyboard or monitor. It is plug and play.

» Low Cost
The ePass2000 token can replace smart cards in many existing applications. Unlike smart cards,
the ePass2000 token is directly connected to a USB port without any special reader. The user
saves the cost of a special reader, and developers save the cost of supporting additional
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hardware installation at users’ computers.

Portable
It is compact and light-weighted. The ePass2000 token can be easily carried to your key chain.

Seamless Integration

We offer interfaces for two widely recognized industry standards: PKCS#11 and Microsoft
CryptoAPI. The token can be integrated with any application compatible with either or both of
these two standards. And ePass2000 is optimized to work with third party software solutions.
In addition, ePass2000 has a large built-in secure memory space and can simultaneously
accommodate several digital certificates, private keys, passwords and other personal security
credentials. A single ePass2000 token may support multiple PKI applications.

High Reliability
The ePass2000 token can safely store security credential for at least ten years.

ePass2000 Hardware Features

Hardware encryption

The ePass2000 token supports the following algorithms:
»  1024-bit RSA algorithm, signing and verification
» DES and 3DES
» SHA-1 and MD5

The keys are secure because the essential algorithms are performed by hardware.

Hardware key pair generation

The RSA key pair is generated in the ePass2000 hardware. It takes several seconds to generate
a 1024 bit key pair. The big prime number used to generate keys is generated by a real random
number generator on the chip.

Hardware random number generator
The ePass2000 token uses a real random number generator to create the key pair and Message
Authentication Code (MAC).

Multi-level access
There are 16 security levels in the ePass2000 file system. The file system allows users to define
one or more security rights for key management. Users can define complex security permission

according to their requirements.

Secure storage space
ePass2000 utilizes a processor that has in-chip storage for firmware and data. This design is

very secure because data and low level instruction sets need never leave the token.
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1.5 ePass2000 System Architecture

ePass2000 supports PC/SC standard. Developers may use the standard Microsoft Win32 PC/SC
function set to manipulate the ePass2000 token.

ME IE 45 Metscape Spps Other Agps

High lavel APls .

Micrasoft CryptoAF

eFas=2000 CEP

aPass2000 PHCSE11 Widdle ware

Llser Mode Layer

%‘ Microzoft Smad Card Resource

- tanan er

=

=

=

2

2 PCAC Driver .

ePazs /000 eFass 000 ePa==2000

Figure 1-1 ePass2000 system architecture

The ePass2000 system architecture consists of 4 layers: Hardware, Kernel Driver, User Interface
and Application Layers.

» Hardware Layer
The Hardware Layer is the bottom layer in the system. It consists of ePass2000 hardware circuit,
firmware program and connection cable. It exchanges data with PC based on the standard USB

communication protocol via a USB port.

» Kernel Driver Layer

It deals with the data interaction between the PC and Hardware Layer, and the token access requests
from the upper layer application. It is the standard PC/SC drive interface. The upper layer
applications may access to ePass2000 token via standard Win32 PC/SC function set.

»  User Interface Layer

The interfaces on this layer are the PKCS#11 API and MS CryptoAPI interfaces. They are supported
by the lower interfaces, compatible with the existing applications, and can be redeveloped. For
example, some applications require the users to digitally sign the content they submit in browser
with the ePass2000 token. Functions like this require the higher layer interface.
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»  Application Layer
Programs at the application layer include generally available applications. The interfaces provided

by Feitian Technologies are based on industry standards, and will be familiar to most developers.
Developers may integrate their application to the ePass2000 token using interfaces provided by

Feitian Technologies.
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Chapter 2 Installation and Configuration

This chapter provides basic information on the installation and configuration of your ePass
environment, including initializing your ePass2000 token. The following topics are covered:

System Requirements
Installing the ePass2000 SDK and/or Runtime Library (i.e. driver)
Uninstalling ePass2000 Drivers and Libraries

Y V V VY

Using the ePass2000 Configuration Manager

2.1 Platform Requirements

At present, ePass2000 supports the following operating systems:
»  Windows 98 SE

Windows ME

Windows 2000

Windows XP

Windows Server 2003

Linux

Mac OS

YV V V V V

2.2 ePass2000 System Prerequisites

The requirements of ePass2000 runtime environment:
»  An available USB port for ePass2000
»  BIOS supports USB, enable USB in CMOS
» USB extension cable or USB Hub (Optional)
»  The ePass2000 token

Note: Please make sure you have permission to install devices and software.

2.3 Installation

To start using ePass2000, you must first install and set up the ePass runtime environment. This
software should be installed before the token is attached to the computer. For development
machines, you will want to install the ePass2000 SDK, which includes all the files and tools needed
to support ePass application development, along with the ePass2000 runtime libraries and driver.
For end-user machines, you need only install the ePass2000 runtime library (i.e., driver) along with
any applications you have developed using ePass.

Note: Please install the ePass2000 software BEFORE you attach the token to the computer.
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2.3.1 ePass2000 SDK Installation
To install the ePass2000 SDK, start the SDK Setup Wizard, as shown in Figure 2-1.

5! ePass2000 SDK 2.0 Setup BEE

Welcome to the ePass2000 SDK 2.0
Setup Wizard

Tis wizard will guide you through the installation of
&2a552000 SDK 2.0,

1t is recommended that wou close all okher applications
b=fore starting Setup. This will allow Setup ko update certain
syskem files without rebooting wour computer,

ick Met ko continue.

l Mext = I [ Cancel

Figure 2-1 ePass2000 SDK Setup screen

Read the Software Developer’s License Agreement carefully, click I Agree to continue.

5 ePass2000 SDK 2.0 Setup

License Agreement -/
Flease review the license terms before instaling ePass2000 SOK ¥ ‘,r"')
2.0,

Press Page Down ko see the rest of the agreement.,

gitian Technologies Co., Lbd
Software Developer’s Agreement

Al Products of Feitian Technologies Ltd, (Feitian) including, but not limited ko,
evaluation copies, diskettes, CD-ROMs, hardware and documentation, and all future
orders, are subject to the terms of this Agreement. IF wou do not agree with the
terms herein, please return the evaluation package to us, postage and insurance

prepaid, within seven davs of their receipt, and we will reimburse wou the cost of the 2
Pradirt leee Freinht and reaznnable handlinn Fharnee

If vou accept the kerms of the agreement, click [ Agree bo continue, You must accept the
agreement to install ePass2000 SDK 2.0,

< Back " 1 Agree ] [ Cancel

Figure 2-2 License agreement
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If you would like the ePass2000 SDK to be installed somewhere other than the default location,
input the Destination Folder path name next.

5 ePass2000 SDK 2.0 Setup

Choose Install Location = !
Choose the Folder in which to install ePass2000 SDK 2.0, Iy

Setup will inskall ePass2000 SDK 2.00in the Following Folder. Toinstall in a different Folder, click
Browse and select another Folder, Click Mexk ko conkinue,

Destination Folder

| [:YProgram Files\FeitianePass2000 5D 2.0 | Browse., ..

Space required: 228.0KE
Space available: 15,065

[ < Back " Mexk = l[ Cancel

Figure 2-3 Input the installation path

The system will then display the installation options. Select the components you want to install.

5t ePass 2000 SDK 2.0 Setup

Choose Components = ¢
Choose which Features of ePass2000 50K 2.0 you want ko install, ey S

Check the components wou want to install and uncheck the components vou don't want bo
install, Click Mesxt to continue,

Select the type of install: |Development -
O, select the optional Redist components
components wou wish to 7
install: Tacls i
Documentations
Header files & Library files
Samples
Description

Space required: 228,0KB

l < Back ” Mext = l [ Cancel

Figure 2-4 Select components to install

The selected ePass2000 SDK components are then installed. A successful dialog will be shown after

installation.
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7' ePass2000 SDK 2.0 Setup =13

Completing the ePass2000 SDK 2.0
Setup Wizard

ePass2000 50K 2.0 has been installed on your computer.

Click Finish ko close this wizard,

Finish

Fig2-5  SDK installation complete

Click Finish to complete SDK installation.

Note: The installation wizard may prompt you to restart the computer. Please wait for the computer

to fully restart before inserting the token in the USB port.

If the wizard detects Netscape Navigator during installation, it will automatically configure
PKCS#11 middleware for Netscape.

After the installation is completed, insert the ePass2000 token to the USB port of your computer.
The system will automatically detect that new hardware has been found and activate the already

installed driver.

2.3.2 ePass2000 Runtime Library Installation

End-user machines need only install the ePass2000 runtime library (i.e., driver) along with their
ePass-enabled applications, and need not install the complete SDK. To install the ePass2000 driver,
start the InstallShield Wizard, as shown in Figure 2-6.
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InstallShield Wizard 3

Welcome to the InstallShield Wizard for USB
Token 2000 Run-time Package

The InstallShield® Wizard will install JSB Token 2000
Run-time Package on your computer. Ta continue, click
Mest.

Memt » | Cancel |

InstallShield Wizard

USE Token 2000 Run-time Package Setup iz prepanng the
Inztall5 hield® Ywizard, which will guide pou through the rest of the
zetup process. Pleaze wai,

AEEERERNENENENNNEENEER Cancel

Fig 2-6 Install ePass2000 runtime package

Note: The installation wizard may prompt you to restart the computer. Please wait for the computer

to fully restart before inserting the token in the USB port.

If the wizard detects Netscape Navigator during installation, it will automatically configure
PKCS#11 middleware for Netscape.

After the installation is completed, insert the ePass2000 token to the USB port of your computer.
The system will automatically detect that new hardware has been found and activate the already

installed driver.

2.3.3 Uninstalling ePass2000

To remove the ePass2000 software from your machine, select Start > Settings > Control Panel >
Add/Remove Programs.. The Add/Remove Programs Properties dialog box is displayed. Select
ePass2000 Full Redist Package, then the un-installation wizard will be started.

During uninstallation, some files may not be deleted because they are accessed by other systems or
applications. The wizard will ask you whether you will try again to delete these files. If you have
not installed anything that uses these files, you may choose to try again or simply delete them after
restarting the computer. You can also check to see if some other programs are accessing ePass2000
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token, close them, and then try to delete the files.

Note: The installation wizard may prompt you to restart the computer. If the computer does not
restart, do NOT re-install the ePass2000 drivers and runtime libraries, or insert ePass2000 token.

2.4 ePass2000 Manager

After installing the ePass2000 software, the ePass2000 Manager is used to setup and configure the
ePass2000 token. There are two versions of the ePass2000 Manager program -- one for developers,
and the other for end-users. The two versions are identical, except that the end-user version lacks the
initialization, User-PIN unblock and change SO PIN functions found in the developer’s version.

2.4.1 Start ePass2000 Manager
With your ePass2000 token inserted, start the ePass2000 Manager program. The ePass2000
Manager will issue an error message if it cannot detect an ePass2000 token attached to the computer.

USB Token 2000 Manager - Error

@ Can't detecte any USE Token 2000 on your systemn,
Y¥ou must plug OME USE Token 2000 on the IUSE part on your computer,

Y¥ou should press "es" button to continue after you plug an USE Token 2000 on,
or press "Nao" to end this operation,

Yes Mo |

Figure 2-7 No token error message

Notes: The ePass2000 Manager supports only one ePass2000 token at the same time. Please make

sure only one ePass2000 token is connected to the PC.

After inserting the ePass2000 token in your computer, click Yes.

¥ USB Token 2000 Manager

About USB Token 2000 Manager

g Configure

] certificates ; USE Token 2000 Marager
Help % Version 13,4 Buid 319
A§ about Copyright () 2001-2004

Figure 2-8 Initial ePass2000 Manager screen
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2.4.2 Configuration Options
To setup your ePass2000 token, click Configure on the main ePass2000 Manager menu. For
developers, there are 5 options:

¥ USB Token 2000 Manager,

. Configure
Initialize

Change User PIN

Config USB Token 2000

Initizlize PKI storage space in USE Token 2000,

Change Token Marme
Unbiack thange user PIN of the USE Taken 2000, User PIN

Change 55 PIN wvetification is required to access sensitive
infarmation in LSE Token 2000,

[3 Certificates

Help Change token's name.

a-‘..ib About
Unblock user PIM.

Change SO PIN.

G’ Exit

Figure 2-9 Configure ePass2000 options

Note: The end-user version has only two options: Change user PIN, and Change token's name

Each function is described in detail below.

Initialization (developer version only)

The ePass2000 token must be initialized before it can be used. The initialization procedure will
assign storage space for public and private data, and set the token name and PIN. Only the
ePass2000 developer (Security Officer) may perform this function. To initialize the ePass2000

token, click Initialize or Do it on the main ePass2000 Configure menu.

NOTE: THE INITIALIZATION PROCESS IS IRREVERSABLE.
ALL DATA ON THE TOKEN WILL BE ERASED DURING INTITIALIZATION.
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¥ USB Token 2000 Manager

g Configure

Initialize

Config USB Token 2000 - Initialization

R — Enter SO PIN: ||

EhenEp TR fEms Set the user PIN {4 to 8 characters):

Unblock User PIN |
Change 50 PIN Canfirm : |
[] Certificates Sef the token name | Max to 32 characters):
‘ou can set koken name here or change it later.
@ Help
Taken name : | epassZ000 sample
a-‘.ib About

¢' Exit

Figure 2-10 Token initialization

1. Enter both the SO (Security Officer) and user PIN. Only the SO can reset the SO PIN. The
end-user only has rights to reset the user PIN.
2.  Enter the token name. The token name may be used in some PKCS#11 based applications. You

may change it later with the Change token name function.

Be sure that each field on this screen is filled in correctly. Click Initialize to perform the

initialization operation.

Note: The system will prompt you with an error message if the initialization process fails. If you

receive any error messages, verify that each input field is within acceptable limits.

The wizard will return to the main ePass2000 Manager menu when the initialization process
finishes successfully (see figure 2-9).

Change User PIN
To change the User PIN, click Change user PIN or Do it on the main ePass2000 Configure menu.
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¥ USB Token 2000 Manager

g Configure

Initialize

Config USB Token 2000 - Change User PIN

Please input current user PIN For this USE Token
I

Sek MEW user PIM (4 to & characters):
Change S0 PIN |

Change User PIN

Change Token Mame
Unblock

[] Certificates
Confirm MEW user PIN :

@ Help |

&;'5 About

o

Figure 2-11 Change user PIN

Input the old user PIN first. Then input a new user PIN and click OK. The OK button will be grayed

out if the user pin is not with-in the four to eight character limit.

Note: The system will prompt you with an error message if the old user PIN is incorrect. A locked

token can only be reset by the Security Officer

Change Token Name

To change the token name, click Change Token Name or Do it on the main ePass2000 Configure

menu.

¥ USB Token 2000 Manager

g Configure

Initialize

Config USB Token 2000 - Change Token Nar

Current token name:

Change User PIN
epass2000 sample

Change Token Mame

Unblack Set the token name § Max to 32 characters):
Change 50 PIN | [

[] Certificates

ok | | Cancel
@ Help

‘.é; About

¢’ Exit

Figure 2-12 Change token name
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You may view the current name of your token on this screen. Input the new name and click OK. The
name of the token will be changed.

Unblock User PIN (developer version only)

The Security Officer will have to reset the user PIN if the user forgets the PIN. From the main
ePass2000 Configure menu, click Unblock user PIN or the Do it button and then fill the fields in
Figure 2-11:

™ USB Token 2000 Manager

g Configure

Initialize

Config USB Token 2000 - Unblock user PIN

Please input 50 PIM For this USE Token 2000 :

Change User PIN |

Change Token Mame Set new user PIN (4 to 8 characters):
Unblock.

Sek new user PIM: |
Change S0 PIN

Confirm new user PIM: |
[3 Certificates

2] Hel

a—"«# About

¢’ Exit

Figure 2-13 Unblock user PIN

Input the SO PIN first, then the new user PIN (4~8 characters). Click OK to reset the user PIN. Only
the ePass2000 token issuer (Security Officer) has the rights to unblock a user PIN.

Change SO PIN (developer version only)

In the main ePass2000 Configure menu, click Change SO PIN or the Do it... button to set a new
SO PIN:
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™ USB Token 2000 Manager =3
Config USB Token 2000 - Change SO PIN
g Configure

Initialize ) .
Please input current SO PIM For this USE Taken 2000

|
Change Token Mame |

Unilack St NEW SO PIN (4 to & characters):
Change S0 PIN |

Change User PIM

[] Certificates
Help
;@; About

Confirm MEW SO PIN

o

Figure 2-14 Change SO PIN

First input the existing SO PIN, then the new SO PIN. The OK button will be grayed out if the

entered PIN(s) are not 4 to 8 characters in size.

2.4.3 Certificate Management

Many ePass2000 applications with involve the use of digital certificates, private and public keys.
Private keys should always be securely stored on the your ePass2000 token, as should certificates.
ePass supports X.509 v3 certificates and the ePass2000 Certificate Manager allows you to import
and manage a half dozen or so digital certificates on the token. Detailed instructions are provided in

the sections below.

Login Certificate Manager
To login, select the Certificates option and input the user PIN:
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2 USB Token 2000 Manager

Certificates Manager Login

g Configure
ifi User PIM verification is required to access sensitive
CJ certificates infarmation in LSE Taken 2000,
Irnport
@ Help User PIM &

;g About

C’ Exit

Figure 2-15 Certificate manager login

Click Login to view the Certificate Manager main window.

2 USB Token 2000 Manager |'-_||EIF5__<|
Certificate Manager
g Configure
[] Certificates Your certificates :
Import - % Junnny's SyrwayCh ID
Certificate
@ Help 4@ Private Key
. T4 Public key
aig; About - % happy's METCA Test Individual CA 1D

Certificate [Expired]

4 Public Key
Private Key

¢’ Exit Wi Impark | | Delete

Figure 2-16 Certificate management
Certificate owner, issuing authority, and period of validity will be displayed for each certificate

stored in the token.

Note: An invalid certificate is still a qualified certificate. It may be marked invalid because it has not

been activated, has expired or has been suspended. An invalid certificate cannot be used.
View Certificate Information

Double click the certificate, or click and select View to see detailed information regarding the

certificate:
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Certificate Information fg|

% IUse certificates to positively identify yourself, certification authaorities,

@ and publishers,

Field Walue -

Serial Mumber 0198 09

Signature a...  mdSRSA

Issued By METCA Test Individual Ca

Valid From 2004-03-29 05:32:39

salid T 2NN4-NA-27 N7 32:39 hd
4 »

Figure 2-17 View a certificate

Certificate version, serial number, CA, valid dates, public key and other information will be

displayed in this window. Click each item to view more detailed information in the text box. See
Figure 2-17.

A red marker will be displayed beside the items that caused a certificate to become invalid. In the

figure below, there is a red marker beside the Valid To item. This indicates that the certificate is
invalid because it has expired.

Certificate Information E|
This certificate has expired or is not yet valid.
=
Field Walue -
Walid From 2003-03-29 07:59:35

Yalid To

Issued To asdf
Publlic key RSA(1074 Bits)

4 3

2003-06-27 07:59:35

Figure 2-18 An invalid certificate
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Note: ePass2000 Manager only recognizes X.509 certificates. Be sure your CA is not using another

certificate format before you delete the certificate.

Import Certificate File

You can import certificates to ePass2000 with the ePass2000 Manager. Select Import on certificate

manager main screen to begin:

¥ USB Token 2000 Manager

Import Certificate File

g Configure
[] Certificates Certificate File !
Impoark | EI
@ Help Certificate Password :
Mw, About |

K | | Cancel

Ca Exit

Figure 2-19 Import certificate

Type the path of the certificate file in the field shown above, or click ... to browse for it. Input the
certificate password and click OK to import.

Notes:
1.  Any certificate exported from another PKI application should be based on X.509 v3 standard
and include the private key. The exported certificate should be password protected to prevent

loss of the private key.

2. Once a certificate with a private key is imported to the ePass2000 token, it cannot be exported.
In this sense, no private keys can be found out of ePass2000. This requirement insures the

integrity of the certificate data.

Delete Certificate
You can delete certificates stored in ePass2000 token. Choose the targeted certificate from the
certificate list in Certificate Manager. Click the Delete button to delete it. The occupied space will

be released.
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Chapter 3 Cryptography and PKI

Cryptography is the science of enciphering or deciphering messages in a secret code. It is a very
broad discipline that has been transformed by the computer revolution begun in the 1960s.

ePass2000 is based on technologies that grew out of basic research into cryptography.

The Internet is now becoming the default platform for business communications. The need then for
security and authentication services is urgently needed by enterprises in all business sectors that rely
on the Internet to transmit sensitive information. Cryptography provides the technologies protect
your data as it travels the Internet, and verify the identity of the recipient.

3.1 Cryptographic Technologies

Cryptography has lead to the development of technologies vital to the development of secure
communications over the Internet. These new technologies fall into three domains:

Encryption is the transformation of data into a form that is impossible for unauthorized people to
read. The purpose is to ensure privacy by keeping information hidden from anyone for whom it is
not intended.

Decryption is the reverse of encryption; it is the transformation of encrypted data back into an
intelligible form.

Authentication is when you verify certain information. You can verify the origin of a document, the
identity of the sender, the identity of a computer, and so on.

3.2 Public Key Cryptography

In public key cryptography, you use a key pair when you encrypt and decrypt messages. This key
pair consists of a public key, which is published widely, and a private key, which is kept secretly and
only known to the owner. The public key is used to encrypt messages and the private key is used to
decrypt them.

For example, when Alice wishes to send a secret message to Bob, she uses Bob's public key to
encrypt the message and sends it to Bob. Bob then uses his private key to decrypt the message and
read it. Any eavesdropper cannot decrypt the message. Anyone can send an encrypted message to
Bob, but only Bob can read it because only Bob knows his own private key.

3.3 Certificates

Driver licenses and passports provide generally recognized proof of a person’s identity. A
certificate is an electronic file, which identifies a person and associates a person with a public key.
Without the certificate, anyone can generate a key pair in your name and then use “your” public key,
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pretending to be you. Public key cryptography uses certificates to address the problem of

impersonation.

X.509 is the most widely used standard for defining digital certificates. An X.509 certificate
contains information about its owner, issuer, validity period, certificate serial number, certificate

issuer (CA) information and information to verify certificate integrity, such as electronic

fingerprints.
Certificate @E|

General | Detals | Certification Path

Shiow:
Field Value e
Esignature algarithm mdSRSA
Elssuer Roak SGC Autharity
E\n‘alid from Thursday, August 19, 1999 4;,,,
E\falld ko ‘wednesday, February 22, 20...
[Fsubject GTE CyberTrust Root, GTE Co...
[Flrublic key RS (1024 Bits)
Basic Constraints Subject Type=Ca, Path Lengt...
ﬁEnhanced Key Usage Unknown Key Usage (1.3.6.1,..., ¥

Edit Properties. .. ] [ Copy to File... ]

Figure 3-1 A sample of certificate

3.4 Public Key Infrastructure (PKI)

A PKI consists of standards and services that support applications of public key cryptography. The
main issues to running a PKI include how keys should be managed, how users have their identities
checked, and how a specific user’s public key is made available to other users. A PKI consists of

CAs and end entities to build a hierarchy of trust.

[Watchﬂata] [ RainBow ] [ FeiTian ]

Subordinate Subordinate Subordinate
A A Ch
[ I 1
[ Sales ] [ Market ] [ Devw ]
Subordinats Subordinata Subordinate
ChA ChA Ch

L Certificate
% izsued by
Dlev CA

Figure 3-2  The structure of CA
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Certificate authorities (CAs) are entities that validate identities and issue certificates. They can be
either independent third parties or organizations running their own certificate-issuing server

software (such as the Netscape Certificate Server).

The certificate issued by the CA binds a particular public key to the name of the entity the certificate
identifies (such as the name of an employee). Certificates help prevent the use of fake public keys
for impersonation. Only the public key certified by the certificate will work with the corresponding
private key possessed by the entity identified by the certificate
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Chapter 4 ePass2000 PKI Application Guide

ePass2000 is designed to be seamlessly integrated with existing PKI applications. PKI application
developers can integrate ePass2000 simply by configuring the relevant server, with no programming
required. This chapter will discuss following topics.

Configure Certificate Authority

Apply for Digital Certificate with ePass2000 token

Configure SSL Encrypted Web

Access SSL Encrypted Web with ePass2000 token

Receive/Send Digital Signature and Encrypt E-mail with ePass2000
Smart Card Logon with ePass2000

Integration with Microsoft VPN

YV V V V V V

4.1 Configure Certificate Authority

The deployment and use of PKI requires a trustworthy institution (i.e., a Trust Center or a Certificate
Authority) to distribute, revoke, and manage keys and certificates. The Windows environment
offers one such mechanism to support PKI applications. In this section, we will use the CA of
Windows 2000 Advanced Server as an example of how to configure a CA for use by ePass. .After
proper CA configuration, you can perform smart card logon, workstation lock, VPN remote access,
SSL encrypted web access and other security operations easily with ePass.

4.1.1 [Install Certificate Services

Windows 2000 Advanced Server does not install certificate services by default because
Windows2000 cannot change the name of computers after installing certificate services. To install
certificate services in Windows2000 Server, choose Windows Components from Add/Remove
Programs. A more detailed description is provided below

Install Certificate Service to Windows2000 Server.

1. From the Start menu, select Settings > Control Panel.

2. Double click Add/Remove Programs icon.
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ER Add/Remove Programs =10l x|

Currently installed programs: Sort by:l ame - l

Change/Remove

q Microsoft Office 2000 Premium Size: 255ME
'8} MVIDIA Windows 2000/%P Display Drivers
I8 WinRAR archiver Size 1.87MB
E

Close |

Figure 4-1 Add/Remove Programs

3. Click Add/Remove Windows Components. The Windows Component Wizard will start.

Choose your targeted service or component

Windows Components Wizard

Windows Components
You can add or remove components of Windows 2000.

To add or remove a component, click the checkbox. & shaded box means that only
part of the compotient will be installed. To ses what's included in a component, click
Dretailz,

Components:
(=) &ccessonies and Utiities 121ME =

™ E: Cerlificate 5 1.4 ME
[ < Cluster Service 24 MB
E Indexing Service 0.0 MB
W & Intemnet Infrrmation S ervices (151 2NMRE T

Description:  Installs a certification authority [CA) to izzue certificates for use with
public: key security applications.

Tatal disk space required: 26 kB Dietails |
Space available on disk: 8728 3 ME —
< Back I HNext » I Cancel |

Figure 4-2 Windows Components Wizard

4. Select Certificate Services from the component list and follow the prompts. After
installing Certificate Services, you cannot change its name, add it to other domain, or delete
it from the current domain. Before you install Certificate Services, please make sure this is

a properly configured and stable machine.

5. Click Next button to set Certification Authority Type. Choose the CA type you demand,
then click Next to continue. The figure below lists possible CA types:
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Windows Components Wizard

Certification Authority Type
There are four types of certification autharities.

Certification Authority types: Description:

The most trusted CA in an ;I
" * enterprise. Should be installed

= Enterprise subordinate Cé before any ather CA. Requires

Active Directary.

€ Stand-alone root Ch
¢~ Stand-alone subordinate C& LI

[ Advanced options

< Back I Mest = I Cancel

Figure 4-3 Select CA type

An Enterprise Root CA can issue certificates for purposes such as digital signatures,
secure e-mail using S/MIME, authentication to a secure Web server using SSL, and
logging on to a Windows 2000 domain using a smart card. It requires Active Directory.
Assuming sufficient disk space, we generally recommend you install an Enterprise Root
CA to issue certificates to Subordinate CAs. This enhances the security of certificates. If

there is no CA inside the enterprise, you must install an Enterprise Root CA.

Enterprise Subordinate CA: If there is a Root CA already in the enterprise, you should
install Enterprise Subordinate CA to issue the certificates to each entity in the enterprise.
It requires Active Directory as well.

Stand-Alone Root CA: You should install a Stand-Alone Root CA if you will issue
certificates outside of the enterprise network. For example, you can issue certificates to
your customers so they can access your Web site from outside. A Stand-Alone CA is the
root of a CA trust hierarchy.

Note: No certificates can be issued for logging on to a Windows 2000 domain using smart cards.

Do not install a Stand-Alone CA if you want to use smart card logon.

A Stand-Alone Subordinate CA is one that operates with an existing CA trust hierarchy.
This could be an external, commercial CA or a Stand-Alone Root CA. You should set up a
Stand-Alone Subordinate CA when you will issue certificates to entities outside a
corporation.

Here we install Enterprise CA.

The Certificate Services use the default encryption setting to provide the security policy.
If you need to configure the advanced setting of CA (such as CSP, digital signature, the
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Hash function for information integrity, the length of key size and key types, etc.), enable
Advanced options. Then click Next to set Public/Private Key.

Windows Components Wizard : |

Public and Private Key Pair o
Select a cryptographic zervice provider [CSP] and the settings ta be uzed in @
generating a key pair, or use an existing key pair. T

LC5P: Hash algarithim:

FT5afe ePazs2000 FSA Creptographic Service Pia D4 ;I
Gemplus GemSAFE Card C5P v1.0 M5

b ft Base Croptographic Provider v1.0

Microzoft Baze DSS Croptographic: Provider LI l

Key length: ID efault j

[ Use existing keys

Imnpart....
M3 I15 DCOM Clientdministrators -1-5-21-121444 D—I
M3 15 DCOM ClientSYSTEMS-1-5-18 : -
M3 115 DCOM Server =l | WiewCetificate |

= Use the associated certificate

¢ Back I MNewt » I Cancel

Figure 4-4 Key Pair Advanced Options

You can change the default encryption function. The listed encryption functions are
supported by the software and hardware of your computer.

You can change the key length from the option list. In general, the longer the key, the more
secure the data. We recommend that users select the longest key length possible. Some
hardware will not support longer key lengths. If you want to use the existing keys in the
system, choose Use existing keys and click the Import button.

Click Next to continue.
6. Give the appropriate information in the CA Identifying Information screen:

Input a name for the CA at CA name field. You will use this name later, when you identify
the CA to the Certificate Services.

The CA name will identify the Enterprise CA to Active directory and any stand-alone CA.
The expiration time for a root CA should be greater than that for any subordinate CA. The
administrator should take into account the work required to manage the system when
setting the expiration time.

ePass2000 User Guide 28



ePass2000

Windows Components Wizard

CA Identifying Information
Enter information to identify this C&,

L& name: ITestCﬁ

Organization: IeF'ass tanagement Departrnent

Organizational unit: Ithafe

City: IBeiiing

State or province: I Country/region: IEN
E-mai: IFtsafe@ftsafe.com

C& description: ITest Certificate

Walid far: 2 Years = | Expirex |E£4£2DD41:53 Fid

< Back I Mest > I Cancel |

Figure 4-5 CA Identifying Information

7. Specify the storage location of certificate database, certificate services setting

information, certificate revocation list and certificate database log file.

Data Storage Location
Specify the storage location for the configuration data, database and log

LCertificate databaze:
ID:\WINNT\System32\EertLog Browsze...

Certificate databaze Jog:
ID:'\WINNT\S}IstemEE'\EertLDg Bronuze. .

[ Ehare confiquration information in a shared foider
Shared folder:

I Browse,..

iy

™| Presenve existing certificate database

< Back I Mest > I Cancel

Figure 4-6 Certificate data storage locations

For Enterprise CAs, some setting and attribute information in kept on the domain
controller.

If you did not set Certificate Services in the domain controller computer, choose the shared
folder option and input a shared folder path to specify the storage place for the CA (users
can specify a shared folder — this way a client outside of the domain can access the
certificate revocation list).
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Click Next to continue.

8. If you are installing a subordinate CA, the wizard prompts you for information about how
you will request the certificate. Click Browse to locate an online CA, or select Save the
request to a file if you make a request destined for a commercial CA or a CA that is not
accessible from the network. (If you create a file, you must take the file to a CA for
processing. The CA provides you with a certificate, which you install using the MMC

snap-in.).

Windows Components Wizard

CA Certificate Request
Request the certificate for thiz Ca by sending the reguest directly to & parent C, or
zaving the request to a file and sending this file to the Ca

" Send the request directly to & C& already on the network.:

Computer name; I Browse. .. |

Barent Ca: I j

" Save the request to a file.

Frequest file: ID hepazs200test ePazsGroup. FtS afe.c Browse,.. |

¢ Back I Mest > I Cancel

Figure 4-7 CA Certificate Request

Click Next to continue.

9. If IIS is running, a message will prompt you to stop the service. Click OK to stop IIS. You
must stop IIS to install the Web components. If you do not have IIS installed, you will not
see this message.

Microsoft Certificate Services : |

Internet Information Services is running on this computer, You must stop this service
before proceeding. Do you wank to stop the service now?

Cancel
Figure 4-8 IIS warning message
10. The system begins to install the related components and programs
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Windows Components Wizard

Configuring Components
Setup iz making the configuration changes vou requested.

Flease wait while Setup configures the components. This may take
several minutes, depending on the components selected.

Statuz: Completing configuration of Intermnet Information Services [115]...

I

< Back et

Figure 4-9 IIS certificate services install

11. The file folder %SystemRoot%\system32\CerSrv\CertEnroll is shared to allow the
clients to access the information under this directory and check revocation list. If this folder

is not shared, the client computer may not work properly.

12. Once Certificate Services has been successfully installed, you may start and manage
Certificate Services from Start Menu->Program->Management Tool->CA.

':Qi Certification Authority ; ;Iglil

| action  view |Jc=-b|||@|j>l |
Tree I Mare:

@ Certification Authority (Local) (OIrevoked Certificates

EI@ o 00CA [Cdssued Certificates

i) Revoked Certificates [CAPending Requests
[Z] Tssued Certificates [CdFailed Requests
(2 Pending Requests DPollcy Settings
[ Failed Requests
D Palicy Settings

Figure 4-10 CA management tool

4.1.2 Install Root Certificate
For Windows users, computers, and services, trust in a Certificate Authority is established when a

copy of the root certificate is stored in the trusted root Certificate Authority’s database. After
installing the root certificate, you can issue the certificate to other entities to build a trust hierarchy.

The following steps describe how to install root certificate:
1. Install the Enterprise Certificate Authority
2. By default, every CA that is hosted on a Windows 2000 server has Web pages available for

users and administrators to request certificates. These Web pages are located at
http://servername/certsrv where servername is the name of the Windows2000 server that hosts
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the CA. In our example, the web page is http://epass2000test/certsrv

-aMi(rnsnft Certificate Services - Microsoft Internet Explorer

=18l
JFlIE Edit View Favortes Tools Help i

| wpak - = - @[] | Doewch GgFavores (HHstory | By S 0 - 5

| address [ hitpifepassznoatestycertsryy =] @eo ||unks >

Microsoft C

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign
your e-mail messages, encrypt your e-mail messages, and mare depending upon the type of certificate you
recjuest

Select atask:

& Retrieve the CA certificate or certificate revocation list
© Request a certificate
 Check on a pending certificate

|
|&] Done [ [BE Localintranet
i#fstart H ™ & <3 |J .| Ead.. | Blera..| T | Frre.. | Gacon.| Bacer...|[Emic.. @E sszem

Figure 4-11 CA web site

3. Click Retrieve the CA certificate or certificate revocation list, and then click Next.

licrosoft Certificate Services - Microsoft Internet Explorer

=l31x|
JElIe Edit View Favorites Tools Help i

J GBack v = - (@D 1 | @A search (Gl Favorites £ 4History |%v = -5

JAgdrEss I@ http: ffepass2000testicertsry/certcarc. asp

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification
authority

Itis nat necessary to manually install the CA certification path if you request and install a certificate from this
certification authority, because the CA certification path will be installed for you automatically

Choose file to download:
CA Certificate; [Simu

@ DER encoded or ¢ Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

|
& [ [BE Cocalintranet

Figure 4-12 Download CA

4. 1If you want to trust all the certificates issued by this CA, click Install this CA certification

path
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Z} Microsoft Certificate Services - Microsoft Internet Explorer

=18l x|
JEiIa Edit ¥iew Favorites Tools  Help i

| @Back + =+ - @ (2] 2| Bisearch GFavorites (@History | BN S B -

| address [&] hitp:jjepass2000testjcertsry/certrmpn. asp

Microsoft Certificat

CA Certificate Installed

The CA certificate has been successfully installed

H
|&] pone ,_,_ (=F Local intranet

Automatically install CA certificate

Figure 4-13

5. [If the Certificate Authority has been renewed, you will have the choice of which version of the

CA certificate you want to download. Under Choose file to download, click the CA certificate
you want to download, and then click Download CA Certificate.

File Download

r'ou have chozen to download a file from this location.

certnew.cer from epass2000test

YWhat would pou lke to dowith this file?

™ Open this file from its curent location

v always azk before opening this tupe of file

(] I Cancel kare Info

Figure 4-14 Save CA to hard disk

6. In File Download, click Open this file from its current location if want to review this file
certnew.cer, and then click OK
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Certificate d |

General | petaits | Certification Path |

.
Certificate Information

This certificate is intended to:

*Ensures the identity of a remote computer a
*Proves yaur identity to a remake compuker

*Ensures software came from software publisher

*Protects software from alteration after publication

*Praotects e-mail messages

* Allows data to be signed with the current time LI

Issued to: ePassZ000CA

Issued by: ePass2000CA

valid from 6/4/2002 to 6{4j2004

install Certificate. Issuet Statement |

OK |

Figure 4-15 View certificate

1. When the Certificate dialog box appears, click Install certificate ....

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lists From your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used ko protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Mext.

Zancel

Figure 4-16 Import certificate wizard

In the Certificate Import wizard, follow the instruction to finish the installation.

4.2 Download and Install a Digital ID in ePass2000

Insert an ePass2000 token into the USB port. Open http://YourWebServerName/certsrv/ on a web
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browser.

1. Select Request a certificate, click Next

2. Select Advanced request, click Next.

3. Select Submit a certificate request to this CA using a form, and click Next.

4. Fill in the information fields. The user’s e-mail address must be entered. Select FTsafe

ePass2000 RSA Cryptographic Service Provider in CSP under Key Options. Click Submit
to continue.

23 Microsoft Certificate Services - Microsoft Internet Explorer |ZHE|E|

Fle Edit ‘Wew Favorites Tools  Help "

@Back . =7 | |ﬂ @ _h /.._\J Search \_‘f\?Favor\tes @Medla {‘3 <]~ L__g

Address |€| http:/{192.168.0.11 2/certsrv/certrgma. asp b ‘ G

Links **

A

Microsoft C

Advanced Certificate Request

Certificate Template:

|User v

Key Options:

CSP: | FTSafe ePass2000 RSA Cryptographic Service Provider v
Key Usage: (O Exchange (O Signature & Bath

. Min:1024 o
Key Size: 1024 M 10 LCOMMOn key sizes: 1024 )

@ Create new key set

[JSet the cantainer name
' Use existing key set

[CIEnable strang private key pratection
[CIMark keys as exportable

@j Done 0 Internet

Figure 4-17 Certificate request form

Note: ePass2000 only supports 1024-bit keys.
5. When prompted, type the user PIN associated with the ePass2000 token. Click Login.

The certificate request is pending the configuration of the CA server. Repeat section 4.2 to
install the certificate to the token. The user can view the certificate with the Certificate Manager.
At this point the user should click OK and see the secure web page.
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3_' Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ¥ew Favortes Took  Help [
! ( 5. = T
@ Back = \J E @ f_h p Search ‘,’,\f Favorites * Media @ er - &3
Address |@ hittpeff192, 168.0, 112 certary fcertrqma. asp v‘ Go  Links
L TETE T REY ST A
[JSet the container name B
O Use existing kay set
[JEnable strang private key pratection
[CItdark keys as exportablg
CUse local machine stoflaat AR
You must be an admi Hello 12341
& key in the local mad
Mow need verify your uger PIN
Additional Options:
Uzer PIM: I
Hash Algarithra: | SHA-T b
Only used to sign request. Cancel I
[ Save requast to a PKC e
Attributes:
g
hd
a Generating request... ' Internet

Figure 4-18 Enter the user PIN

Here we can view the new certificate we just requested in IE’s Internet Options > Content >
Certificates.

Internet Options | Certificates

| General || Security ||_F Intended purpose:

Content Advisor Personal |Other People || Intermediate Certification Authorities || Trusted Rook Certificatior. € %
@{ Fiatingz h
vigwed o
Issued To Issued By Expiratio... = Friendly Mame
(& administrator Test CA 412/2005  <Monex
o [E admiristrator Test CA 4/13/2005  <Mone:>
Certificates

% Usze certif
@l authoritie
Clear 5

Perzonal infarmatic

n, AutoCom
and sugg

Microzoft Certificate intended purposes
perzonal i

Wigw

Close

Figure 4-19 View certificates in IE

4.3 Configure SSL Encrypted Web

Internet Information Services (IIS) is installed on Windows2000 Server by default. It provides
several Internet services, such as WWW, FTP, Gopher, etc. You can install IIS by using the
Add/Remove Programs application in Control Panel. When the Windows Components wizard
starts, select IIS. Then follow the on-screen instructions to install.
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Windows Components Wizard

Windows Components
You can add or remove componets of Windows 2000,

To add or remove a component, click the checkbox. A shaded box means that anly
part of the component will be installed. To see what's included in a compaonent, click
Detailz.

LCompanents:

E Indexing Service

2 g Intemet Information 5
O Eg] t anagement and Moritoring Toolz
[ B2 Meszage Dueuing Services

1 D=1 Metwnirkinn 5 erines

Description; 15 zervices [Web and FTF support] along with support for FrontPage,
tranzactions, 45Fz, database connections, and receiving of posts.

Tatal disk zpace required: 0.9 ME Details |
Space available on disk: 85487 ME =
< Back I Mext » I Cancel |

Figure 4-20 Install IIS

If 1IS has already been installed and activated, you can run the IIS tool from Start Menu ->

Program -> Managing Tool -> Internet service managing tool.

¥E Internet Information Services . I ] 9
J Action  Yiew |J<h -D|||@|J b E |
Tree I Description | State | Ho... | IP Address | Part
% Inkernet Information Services Q Default Web Sike Running * Al Unassigned * &0
- B * epass2000test ¥ administration Web Site Running * &l Unassigned * 6361

g Diefault Web Site Fault SMTP Yirtual Server Running 192,165.0.145

8 Administration Web Site
% Default SMTP Wirkual Server

2 | i
|
Figure 4-21 IIS management tool
4.3.1 Configuring I1S
1. From Start -> Programs -> Administrative Tools -> Internet Services Manager to start
IIS service managing tool.
2. Expand the domain node in the console. Then right click on it. Select Properties on the

submenu as in Figure below.
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* epass2000test Properties ﬂll

Internet Information Services | Sepver Estensions

— b aster Propertie:
Edit the properties inherited by all sites created on thiz

computer.
Edit... |

Master Properties:

I Enable Bandwidth Thratting

Lirit refwark bandwidth avai able for &l wWeb and ETE sites ot this
COMEUtEr.

Fagimum network wse: |1 024 bz

— Computer MIME Map
:'i Configure the MIME types for all web
o o

sites on thiz computer. Edit... |

ak. I Cancel I Apply Help

Figure 4-22 Configure IIS

3. Select WWW Service for Master Properties, then click Edit

4. The WWW Service Master Properties for epass2000test screen starts. Click the
Directory Security tab.

WYWW Service Master Properties for epass2000teskt 5[

‘wieh Site Operators | Perfarmance I I1SAP! Filters I Home Directony I
Documents  Directary Security | HTTP Headers | CustomEnois | Service

—&nonymoLls access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource.

—IP address and domain name restriction:

Grant or deny access to this resource uzsing
IP addreszes or internet domain names.

Edi... |

— Secure communication

[~ Enable the ‘Windows directory service mapper

Ok Cancel | Lipply | Help

Figure 4-23 Directory security tab

5. Click Enable the Windows directory service mapper for Secure communications

6. Go back to the console, right click Default Web Site. Click Properties.
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7. The Default Web Site Properties screen starts. Click the Directory Security tab.

Default Web Site Properties . cd

‘wieh Site | Operators I Performance I I1SAP| Filters I Home Directary I Documents I
Directary Security | HTTF Headers I Custam Errars I Server Extenzions

—Anonpmous access and authentication contral

Enable anonymous access: and edit the
w authentication methods for this resource.

 IP address and domain name restriction:

Grant or deny access to this resource uging
IP addresses or intemet domain names.

Edit... |

— SECUre communication:
Fequire secure communications and 5 Certi

enable client certificates when this S CeiliEsiE. |
TEsOUICe i3 accessed, . .

Wiew Certifizate... |

Edit... |

QK I Cancel | Lpply | Help |

Figure 4-24 Set server certificate

Note: The Edit button under Secure communications is unavailable until you request a Web server

certificate

8. Click the Server Certificate button. The Web server Certificate Wizard starts.
Click Next

Welcome to the Web Server
Centificate Wizard

Thig wizard helpz you create and administer server
certificates used in secure Web communications
between pour server and a client.

Statuz of your web server:

‘ourWeb Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate “wizard wil help you to create a new
certificate for this Web Server or attach to an
existing certificate

To continue, click Nest.

< Back Cancel

Figure 4-25 Wizard of server certificate

9. Select the Create a New certificate option, and click Next. You will see a different dialog
box if IIS already has a certificate
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IIS Certificate Wizard

Server Certificate
There are three methods for assigning a certificate to a web site.

Select the method you want to uze for thiz web site:

£ Assign an existing certificate

£ Import a certificate from a Key Manager backup file.

< Back I Mext » I Cancel

Figure 4-26 Create a new server certificate

10. Select the Send the request immediately to an online Certificate Authority option (This
assumes that you have an enterprise CA in your domain that is configured to issue Web
certificates). Click Next.

11. In the Name and Security Settings dialog box, set Bit Length to 1024. Click Next.

I15 Certificate Wizard

Name and 5ecurity Settings
Y'our new certificate must have a name and a specific bit length.

Type a name for the new certificate, The name should be easy for you to refer to and
remember.

M ame:
ISecmit_l.l web Site

The bit length aof the encption key determines the certificate’s encryption strength.
The greater the bit length, the stranger the security. Howewver, a greater bit length may
decrease performance.

Bit length:
|1D24 vI

[™ Server Gated Cruptography [SGC) certificate [for export versions only)

< Back I Mext = I Cancel

Figure 4-27 Name and security settings

12. On the next page, enter your organization information, and click Next.
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Orgamization Information
our certificate must include information about your organization that
distinguizhes it from other arganizations.

Select or type your organization's name and your organizational unit. This iz typicaly the
legal name of wour organization ahd the name of wour divizion or department.

For further information, consult certfication authority's \Web site,
[Organization:

IFTsafe j

Organizational unit:

IeF'ass Management Developrment j

< Back I Mext > I Cancel

Figure 4-28 Organization information

13. Enter a valid name to your web site, click Next.

IIS Certificate Wizard
Your Site's Common Mame
Your Web site's common name iz its fully qualified domain name.

Type the common name for your site, IF the server iz on the Intermet, uze a valid DNS
name. |f the server iz on the intranet, you may prefer to use the computer's NetBI0S
name.

If the common name changes. vou will need to obtain a new certificate.

Common hame:

ePass2000CA
< Back I MNest » I Cancel
Figure 4-29 Give a common name
14. Enter your location information, and click Next.
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11s Certificate Wizard

Geographical Information
The certification authority requires the following geographical information,

State/province:

|He Eei
City/locality:
|Eeiing =l

State/province and Cibyflocality riust be complete, official names and may not contain
abbrerviations.

< Back I Hest » I Cancel

Figure 4-30 Geographical information

15. Save the file on your computer in a proper place. Click Next.
115 Certificate Wizard
Certificate Request File Mame
Your certificate request is zaved az a text file with the file name pou
specify,
Enter a file name for the certificate request.
File name:
Browse. . |
< Back I Mest = I Cancel
Figure 4-31 Location of request file
16.

Check the information that you have entered, and then click Next to complete the process
and create the certificate request
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IIS Certificate Wizard

Request File Summary
‘Yo have chozen to generate a request file.

To generate the following request, click Nest.
File name:  d:\certreq txt

Y'our reguest contains the following information:

lzzued To ePass2000CA,
Friendly Mame Security 'Web Site
Country / Region CH

State / Province He Bei

City Beijing
Organization FT zafe

Organizational Lnit eFazz Management Development

< Back

Caticel

Figure 4-32 Review information of request

17. Open a browser and go to http://YourWebServerName/certsrv/. Select Request a

Certificate. Click Next.

/i Microsoft Certificate Services - Microsoft Internet Explorer

_(51x]
JEiIs Edit “iew Favortes Tools Help

| dpack + = - @D | @search GFavorites (#tistory | By S E |

JAc_Idress I@ hktp: f/epass2000test [ cartsry) j @Gﬂ “Links £

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign
your e-mail messages, encrypt your e-mail messages, and mare depending upon the type of certificate you

requast

Select atask:
" Retrieve the CA certificate or cerificate revocation list
® Request a certificate
© Check on a pending certificate

<]
|@] pane [ [ [ Lacalinkranet

Figure 4-33 Send request from CA web site

18. Select Advanced Request. Click Next.
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3 Microsoft Certificate Services - Microsoft Internet Explorer

=18 x|
JE\\e Edit  Wew Favorites Tools Help

| wEack - =5 - @ 24| @search GFavorites PHistory | B S e

| ngress [ ] titpsfepssszonntsstjcartsrfcertrgad.asp =] @eo ks ?

Microsoft

Advanced Certificate Requests

You can request a cerificate for yourself, anather user, or a computer using one of the following methods . Note
that the policy of the certification autharity (CA) will determine the certificates that you can obtain

© Submit a certificate request to this CA using a form.

& Submit a certificate request using a basefd encoded PKCS #10 file or a renewal request using a basefd
encoded PKCS #7 file.

 Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station
You must have an enroliment agent centificate to swbmit a request for another user.

[
&7 pone [ [ [BE Local intranet

Figure 4-34 Advanced certificate request web page

19. Select Submit a Certificate Request using a Base64 encoded PKCS#10 file or a

renewal request using a Based64 encoded PKCS#7 file, and click Next
20. Open the request file that you created in the former step, and copy the contents of the
document and paste into the Web form's Base64 Encoded Certificate Request text box:

icrosoft Certificate Services - Microsoft Internet Explorer

JEi\e Edit  Vew Favorites Tools  Help

|2 x|
J dBak ~ = - @) 7t | QAsearch [l Favorites & #History | S S EE Ryl
JAc_Idress IE http: jfepass2000test [certsry fcettrgxt.asp ﬂ ﬁGn HLinks td

Submit A Saved Request B

Paste a basebd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an

axternal application (such as a web server) into the request fisld to submit the request to the certification
authority {CA).

Saved Request:

YQBwAGgAaQBJACAAUAByAGSAngpAGQAZQByMng
6CiFvLEa3Cr+049np3M+vlnlfQ2eQpEspyxstH/ 1
iIpRetSIrz04gusssSzZ iV+ubS3 IvheeFE1ER 1Zbbm
cOSkefei IbpRIy+ADXE+AAAAAAMARR A AwDOYIEOZT
Di0WKALr2 COcTmXKvETNeD/ WEQC+Twlko IT3ubE
NciwI‘lQVVmeTGGEm'?lrﬂPhaSIC(FEi‘\AOhFPllDIOZH =
L] r

Basef4 Encoded
Certificate Request
(PKCS #10 or #)

Erowse for a file to insert
Certificate Template:
IWeb Server j

Additional Attributes;

=] L
Attributes: -
4 »

-
|&] pane [ [ Local intranet

Figure 4-35 Paste request

21. The certificate request is pending. The applicant should wait for the Administrator to issue

the certificate.
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3 Microsoft Certificate Services - Microsoft Internet Explorer

Ja\e Edt View Favorites Took  Help

| wBack » 4 - @[] | Doeach FHFavories sty |y S B - 15

| ngress [ ] hitps/fepssszo0ntestjcartsrvjcetinsh.asp =] @eo ks ?

Microsoft Certificate

Certificate Pending

Your certificate request has been received However, you must wiait for an administrator to issue the certificate
you requested.

Pleass return to this wieb site in a day or two to retrieve your certificate

Note: You must returm with this web browser within 10 days to retrieve your certificate

[
&7 pone [ [ [BE Local intranet

Figure 4-36 Certificate request pending

4.3.2 To Issue and Download a Certificate
To issue a certificate in Certificate Server, follow these steps:

Click Start -> Programs -> Administrative Tools, and then click Certificate Authority.
2. Expand Certificate Authority. Click the Pending Requests folder.

The pending certificate requests appear in the right pane right-click the pending certificate

request (submitted in the former procedure described in this chapter), select All Tasks, and
then click Issue

4. After you have issued the certificate, go to the Certificate Servers Web Site

http://Your WebServerName/certsrv/ again. Select Check on a pending certificate, and then
click Next
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icrosoft Certificate Services - Microsoft Internet Explorer = =]

| Ble Edt Wew Favorites Tooks el |ﬁ
| Bk - = - @[] @] Doearch FHFavories sty | By 5 B - 15

| igress [ &1 hitpfepssszonntesticartsray

Microsoft

Welcome

You use this web site to request a cerificate for your web browser, e-mail client, or other secure program
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign
your e-mail messages, encrypt your e-mail messages, and more depending upon the type of certificate you
request

Select a task:

 Retrievs the CA certificate or certificate revocation list
© Request a certificate

@ Check on a pending certificate

[
&7 pone [ [ [BE Local intranet

Figure 4-37 Check pending status

5. Select the pending certificate, and then click Next to go to the download page.

a icrosoft Certificate Services - Microsoft Internet Explorer

(8]
JE\Ie Edit i Fawaorites  Tools  Help i

J GBack - = - @ s ‘ Qisearch  (GFavortes  {#History | B & -5

J Address Ia http:j/epass2000testjcertsryfcertckpn. asp

Microsoft

Check On A Pending Certificate Request

Please select the certificate request you want to check

-Peguest Cerifica 2 11:15:28)

Next >

- |
|&] pone [ | Localintranet

Figure 4-38 Certificate issued

6. On the download page, click the top hyperlink Download CA Certificate.
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L
2} Microsoft Certificate Services - Microsoft Internet Explorer - |
J File Edit Wiew Favorites Tools  Help ﬁ
| eBack » 5 - @ [3] A | Deach FFavorites (BHistory | B S B -
| address [@] hitp:epassz000testjcertsrfeertfnsh.asp

Microsoft Certifics

Certificate Issued

The certificate you requested was issued to you

@ DER encoded or ¢ Base 84 encoded

M

= Download CA certification path

H
|@ Done ’_ ,_ Local intranet

Figure 4-39 Download certificate

7.  When prompted, select Save this file to disk and save the certificate to your desktop. Then

finish installing this certificate.

11s Certificate Wizard

Completing the Web Server
Certificate Wizard

You have succeszsfully completed the Wweb Server
Certific:ate wizard,

& cerlificate is now installed on this server.
I you need to renew, replace, or delete the certificate in the

future, pou can uze the wizard again.

To close thiz wizard, click Finizh,

< Back Canece|

Figure 4-40 Completing server certificate wizard

If Certificate Server is set to Always Issue the Certificate, the certificate is issued immediately.

4.3.3 Setting up an SSL Web Site

You can configure your Web server's Secure Sockets Layer (SSL) security features to verify the

integrity of your content, verify the identity of users, and encrypt network transmissions
In the Internet Information Services Manager, select the Web site that you want to protect with SSL
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and open its property sheets. On the Web Site tab, under Web Site Identification assign SSL port to
443, the default port for secure communications.

Default Web Site Properties ed
Directorny Security I HTTP Headers I Custarn Errors I Server Extenzions I
“ieb Site | Operators I Performance I 154P1 Filters I Haorne Directory I Documents

—web Site Identification

D escription:

P &ddress: I[AII Unassigned) j Advanced.. |
TCP Port; IBD 551 Port;  |443

— Connections
= Unlimited

" Limited Tox I 1.000 | connections
Connection Timeout: I 900 seconds

¥ HTTP Keep-dlives Enabled

¥ Enable Logging

Active log format:

IWSE Extended Log File Format j Properties... |

Ok I Cancel | Apply | Help

Figure 4-41 Set secure web site

Click the Directory Security tab. Under Secure Communications, the Edit and the View
Certificate is now enabled. Now we can set up the proper IP address.

Default Web Site Properties 21Xl

Directony 5 ecurity I HTTP Headers I Custorn Ermors I Server Extensions I
Wb Site | Operators I Performance I I1SAP! Filters I Home Directony I Diocuments
e Site |dentification

D ezcription: ISecure wieb Site
1P Address: 4! Advanced... |
TCP Part; |80 S5L Port: [443
 Connections
' Unlimited

¢ Limited To: I 1,000 connections
Connection Timeout: I 900 seconds

¥ HTTF keep-dlives Enabled

¥ Enable Logging

Active log format:

IWSE Extended Log File Format j Properties... |

Ok, I Cancel | Apply | Help

Figure 4-42 Setup IP

1.  Click Directory Security tab:

2. Click Edit on the Secure communications dialog box.
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3. Activate Require secure channel (SSL) and Require client certificates. Then click OK.
Secure Communications 5'
¥ Bequire secure channel [S5L)
[ Require 128-hit encryption
— Client certificates
" Ignore client certificates
" Accept client certificates
™ Enatle client certificate mapping
Client certificates can be mapped to ‘Windows uszer
accounts. Thiz allows acoess control bo resources )
uzing client certificates. Edit.. |
[ Enable certificate tust list
LEurrent ETL: I j
New. | Edi. |
K I Cancel | Help |
Figure 4-43 Configure secure communication
4. IS expects you to load the web page with “https”. An error will be issued if you load the page

with “http”.

/=8 Cannot find server - Microsoft Internet Explorer

J File Edit ‘Wiew Faworites Tools Help

=131 x|

J GBack -~ = - ﬁ| Qhsearch [ Favorites £ 4History |

|
B30 -5

J Address I@ http: f{epass2000test: 443}

x| @ee |JLinks =

@ The page cannot be displayed

The page you are looking for is currently unavailable. The web
site might be experiencing technical difficulties, or you rmay need
to adjust your browser settings,

Please try the following:

Click the Refresh button, or try again later,

If you typed the page address in the Address bar, make

sure that it is spelled correctly.

# To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by vour local area netwark (LAN) administrator or
Internet service provider (ISP},

» If your Network Administrator has enabled it, Microsoft

-

=

Windnws man examine voor netwnrke and antnmatically
|@ Cone

’_ ’_ |@. Iy Computer

Figure 4-44

If https was used to load the secure web page, you will be prompted with a warning message
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Security Alert x|

I"l_ﬂ You are about to view pages over a secure connection.
i

Any information you exchange with this site cannaot be
wigwed by anpone elze on the Web,

[ Inthe future, do not show this warming

1 Marelnfo |

Figure 4-45 Security warning

Click OK. Select the client certificate from the window below and click OK. After the web server
verifies the authentication, you can access the web page.

Client Authentication ' 2|

— ldentifization

The *Web zite you want to view requests identificatian.
Select the certificate to use when connecting.

Adrminizh

rare Infa... | Wi Eertificate...l

Cancel |

Figure 4-46 Authentication dialog box

l; Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit Wew Favorites Tools Help |
J daBack ~ = - (D ﬁ| Qi 5earch  [EFavorites £ #History ||%v S -

J.diress I@ https: ffepass2000test: 443} j @Go |J Lirks **

-

Welcome to the S5L Website!

This is the test website for ePFass2000

|

|@ Done ’_ ’_ |@‘ My Computer
Figure 4-47  Access the SSL site
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44 Encrypting E-Mail with ePass2000

1. Open Outlook Express

2. Choose Options from the Tools menu.

tlook Express

File  Edit  Wiew

T

Create Mai S

]

Message  Help

Send and Receive 3

Synchronize All
Synchronize Folder

Falders Address Book, .. Cerl+shift+B
ﬂﬂ Qutlook Express
-4 Local Falders

7§ Inbox (1}
@ Cuthox windows Messenger »

@ Sent Items
{3 Deleted Ite

B Drafts Options. .. ail message
Read Mail

Message Rules 3

Newsgroups

Set up a Mewsgroups account...

Contacts * X
Iﬁbil\ Contacts

_BTom

Open the Address Book...

B} fing People...

Find a Message... Identities »

ead Mail message in vour Inbox

[™ when Outlook Express starts, go directly to my Inbox.

Configures your accounts.

Go tomsn*

Tip of the day x

Outlook Express
automatically checks
for new Messages
every 30 minutes,

To change this
setting, click the
Tools menu, then
click Dptions,

Figure 4-48 Start outlook express configuration

3. Click the Security tab:

General Fead Feceipts Send

Sighatures Security | Cornection

Compose
Maintenance

Yiruz Protection
@ Select the Internet Explorer security zone to use:

(@) Restricted sites 2one [Mare secure)

patentially be a virus.
Secure Mail

Digital Dz [also called certificates) are special
% documents that allow you to prove wour identity in
electronic ransactions.
To digitally zign messages of receive encrupted
messages, pou must have a digital [D.

[ Digitally sign all outgoing messages

() Imternet zone [Less secure, but mare functional)

‘wharn me when other applications ty to send mail as me.

[]Da nat allow attachments to be saved or opened that cauld

[ Ercrupt contents and attachments for all autgoing messages

Digital IDvs...
Get Digital 10....

[ ak. ][ Cancel ][ Apply ]

Figure4-49 Security tab
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4. Click Digital IDs to get a list of web sites that can issue certificate to users.

2} Where to Get Your
File  Edt
4=EBack -

al ID - Microsoft Internet Explorer

Tock  Help

@D [2) 4| Qoearch aravortes (Hstory | - S o 1=

Address [@] hitp:ioffice.microsoft comfassistance 2000/ certpage aspx7&helplcid=1033 =] @en ||unks >

Assistance Center
Feedback
Back To : Assistance Center Home Office Help Online
- Qutlook Security Update

Where to Get Your Digital ID Find an Office Expert

2} office Home Get Office Training Online
The follawing is a list of certifying authorities from which you can get a

Get to Work digital ID: Print your own postage

Design Gallery Live from Dutlook & iword.

Template Gallery i n% office Depot
Assistance Center Werisign, Inc. Low Prices. Every Day!

Verisign is Micrasoft's preferred provider of digital IDs, and is the leading

office eServices provider of digital authentication products and services. Through a special Office Dept
offer from VeriSign, Outlook users can obtain a free trial digital ID that Everyday Low Frices
Office Update you can use to positively identify yourself to, or receive encrypte 155}

messages from, business associates, friends, and online services when
you use secure s-mail. VeriSign, Inc, and YeriSign's Certification Practice
Download Center Statemant,

Product Updates

WeriSign services include: Internet Information Server (1153 and Internet
Explorer Client certificates for SSL, S/MIME certificates for Outlook®

Getiol el ten Express and Outlack 98, Outlook 2000, SGC rertificates for enabling 128-
bit encryption for banks, and Authenticode Certificates and time starnping

Pl service for Digitally Signing your Active-% applications.
Product Suppart
MS Press @ Globalsign
Office Worldwide &
o GlabalSign is a Certification Autharity (CA) that, with its private key
iy (B issiips. sinns and mananes dinital pertificates. The nalicy and the =l
el | | |4 nternet

Figure 4-50 Digital ID center

In the following sections, we use the CA we configured earlier in section 4.4 to illustrate how to use
ePass2000 to send an encrypted mail. First, we need download a certificate into ePass2000.

1) Access the CA’s website, for example http://YourWebServerName/certsrv/.

2) Select Request a certificate

-2 Microsoft Certific i - Microsoft Internet Explorer
File Edit Wiew Favorites Tools  Help ,"
A 7 v D W
e Back ~ () \ﬂ |§] (n) | ) search ¢ Favorites @ eda €2 K- &
Address ‘@ http:}f192.168.0.112/certsrv} v‘ Go | Links >

Microsoft Certifica

Welcome

“fou use this weh site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign
your e-mail messages, encrypt your e-mail messages, and more depending upon the type of certificate you
request.

Select a task:
CRetrieve the CA certificate or certificate revacation list
@ Request a certificate
& Check on a pending certificate

&] pone B Interner

Figure 4-51 Request a certificate

3) Select Advanced request
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2} Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

Qe - (- ¥ [F (D O macn Jlpraones @reas £ -

=]

Acddress (48] hetpiff192,168.0.1 1 2jcertsrvicertraus.asp v

Go | Links *

Microsoft Certific

Choose Request Type

Please select the type of request youwould like to make:

@ User certificate request:

O Advanced request

& Dore

 Internet

Figure 4-52 Advanced request

4) Select Submit a certificate request to this CA using a form.

-2 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit WView Favorites Tools  Help

Qe - ) \ﬂ @ ;j fi\i Saarch \:\:(Favurltas @ vedia £4) [7\:- ::,'

Address ‘:g’] http:/{192.168.0.112/certsrcertrqad. asp

v‘ Go | Links >

Microsoft Certifi

Advanced Certificate Requests

fou can request a certificate for yourself, another user, or a computer using one of the following methods.
Mote that the policy of the certification authority (CA) will determine the certificates that you can obtain

@ Submit a certificate request to this CA using a form

© Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a
basetd encoded PKCS #7 file

© Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You must have an emollment agent cartificate to submit a request for another user.

&] pone

@ Internet

Figure 4-53 Online certificate request step 1

5) Fill the form and select FTsafe ePass2000 RSA Cryptographic Service Provider for the
Cryptographic Service Provider Name.
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<X Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

eBack = L) @ @ Ch pSBarch %;n\?Favarltes QMBdIa @ B' :;

Address |@ htbp:/{192.168.0. 112 certsrv/certrgma. asp v| e

Links **

~

Microsoft Certific

Advanced Certificate Request

Certificate Template:

‘User “

Key Options:

CSP: ‘FTSafe ePass2000 RSA Cryptographic Service Provider ~
Key Usage: (O Exchange (O Signature (@ Eath

L Min: 1024 -
Key Size: 1024 Mg Loommon key sizes: 1024 )

(@ Create new key set

[JSet the container name
O Use axisting key set

[CIEnable strang private kay pratection
[ tdark keys as exportable

%

@ Dane

Q Internet

Figure 4-54 Request form

6) After entering the necessary information in the form, click Accept. When prompted with a new
dialog box, type the user PIN associated with the ePass2000 (see Figure 4-44).

A Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Wew Favorkes Tools  Help a’
3 / ( M. . “ 7
@ Back - &/ E @ \’_:j p Search N Favorites * Media @ kz - ,\_;
Address @http:,l’,l’lQZ.lGB.D‘112Icertsrv,icertrqma.asp V‘ Go Links **
~
[IZet the container name 0
(O Use existing key set
[IEnable strang private key protection
[JMark keys as exportablg
[JUse lacal machine stofbuiaR R ET]
You must be an admil
3 1
a ke in the local mad ikl 2
ﬁ Mow need verify your user PIN
Additional Options:
Usger PIN: I
Hash Algorithm: | SHA-1 v
Only used to sign request Cancel |
[ 5ave request to a PKC e
Attributes:
J
M
a iGenerating request. .. 0 Internet

Figure 4-55 Input user PIN

7)  Click Login. A key pair is generated directly into the ePass token. This key pair may be used
for all processes that require a public/private key pair.
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A Microsoft Certificate Services - Microsoft Internet Explorer

File Edit WView Favorites Tools  Help

eﬁatk ) \ﬂ @ h f"‘J Search \:‘:{Favurltas @ eda €2 Eﬁ\:- =

Address ‘@ http:/[192.168.0.112/certsr« certfsh.asp

v‘ Go | Links >

Microsoft Certifica

Certificate Issued

The certificate you requested was issued toyou.

Install this certificate

@ Internet

Figure 4-56 Certificate issued

Notes: 1024-bit keys need several minutes to generate. Internet Explorer may appear to “hang”
during this time. Be patient and allow the key generation to continue.

8) Click Install. When prompted with a dialog box, type the user PIN associated with the
ePass200. The certificate is then installed to the ePass2000 token.

2 Microsoft Certificate Services - Microsoft Internet Explorer,

Fle Edt Yew Favortes Took Help

eﬁatk - \ﬂ @ ;j fﬁ\' Search 5 Favories (@} Media {4 [ﬁ;v =

Address ‘@ http:/[192.168.0.112/certsrv/certrmpn. asp

v‘ Go  Links >

Microsoft Certifica

Certificate Installed

Your news certificate has been successfully installed

@ Dane

& Internet

Figure 4-57 Install certificate

9) User can view their certificate from ePass2000 Certificate Manager
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4.4.1 To set security properties of an email account
Now that the user has a digital ID, secure email can be sent with Outlook Express. Before doing so,
do the following:

l. Open Outlook Express
4. Choose Accounts from the Tools menu (see Figure 4-58):
5. Select Mail tab. Select the mail account which will use certificates and click Properties.

Internet Accounts

All b il | Mews || Diirectony Service| Add b
Account Type Connection Remove
o mail [default) Arw Available -
Set az Default
Set Order...
Figure 4-58 Setup property of email account
4. Click the General tab, to check if any information is not correct.

*= fisafe.com Properties

General | Servers | Connection | Security | Advanced|

Mail Account

Type the name by which you would like ta refer ta these
servers. For example: "work' or "Microsoft Mail
Server'.

User Information

Marme: |J0hn Smith

Organization: |

E-mail address: |iohn@ftsafe.c:om

Reply address: |

Include this account when receiving mail or synchronizing

[ 0k H Cancel ] Apply

Figure 4-59 Check personal information
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5. Click the Security tab.

¥= fisafe.com Properties

General | Servers | Cannection | Security | Advanced

Signing certificate

Select the signing certificate below. This will determine the digital
1D uzed when signing meszages with this accaount,

Certificate: | [ Select...

Enciypting preferences
Select the encryption certificate and algorithm. These are

included with wour digitally signed messages so others can send
encrypted mail to pou with theze zettings.

Certificate: Select...

Algarithim:

[ u] H Cancel H Apply

Figure 4-60 Security tab of account

6. Click the Select... button for Signing certificate.

7. Select the certificate you want to use for signing and click OK.

Select Default Account Digital ID

Select the certificate wou want ko use,

Issued ko Issued by Intended P... | Friendly na... | Expiration ...

Secure Emal  Mone

< | &
[ oK ] l Cancel ] l Wieww Certificate ]
Figure 4-61 Select proper certificate
8. Click the Select... button for Encryption preferences.
9. Select the certificate you want to use for encryption and click OK

10. Click Apply, then OK. Finally, click Close.
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11. Choose Options from Tools menu, select Security tab

General Fead Receipts Send Compose

Signatures Security | Connection Maintenance

Wirug Protection
Select the Internet Explorer security zone to use:
@ O Intemet zone [Less secure, but more functional)
() Restricted sites zone [More securs]
‘Wwiam me when other applications try to send mail as me.

[ Do nat allow attachments to be saved or opened that could
potentially be a virus.

Secure Mail

% Digital D5 [also called certificates) are special

documents that allow pou to prove wour identity in

electronic transactions. Digital IDs...

To digitally zsign meszages or receive encrypted

meszages, you must have a digital 1D, Get Digital D...

Encrypt contents and attachments for all outgoing messages

Digitally zign all outgoing messages

[ u] H Cancel H Apply ]

Figure 4-62 Secure email setup

12. If the user wants to send all emails digitally signed, click check box Digitally sign all
outgoing messages. Also, if want to send all emails encrypted, click check box Encrypt

contents and attachments for all outgoing messages.

13. Click Advanced button

Advanced Security Settings

Encrypted meszages

Warn oh encrypting meszages with lezs than this strength:

Always encropt to myzelf when sending encrypted mail
Digitally Signed messages

Inciude rmy digital ID when sending signed meszages

[ Encode message before signing [opaque signing)

Add senders’ certificates to my address boak.
Revocation Checking

% Check: for revoked Digital Ds;
) Only when online

(%) Mever

I [1]8 ] l Cancel

Figure 4-63 Advanced security settings

14. Click check box Include my digital ID when sending signed messages.
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15. To encrypt your email, you must have the recipient’s certificate and the associated public
key. Activate Add senders’ certificates to my address book check-box, the certificates
will be automatically stored in your address book.

4.4.2 Send a Message with a Digital Signature
1. Open Outlook Express

2. Create a new message.
3. Fill in the message in a normal way.

4. To add your digital signature to the message, choose Digitally sign from the Tools menu.

You should see a red icon 2 on the right of the window, which indicates the message is

signed.
To automatically digitally sign messages, from the Tools main menu select Options. Click
the Security tab and select the appropriate check boxes in the Secure mail area.

443 Importing Another User’s Certificate Into the Address Book
To send encrypted e-mail, the sender needs the certificates of the people to whom he wants to send
messages. To obtain another user’s certificate, do the following:

1. Have a signed-only e-mail message with a red seal icon from other person.

2. Double-click the message to view it.

3. From the File main menu, select Properties. Click View Certificates... on the Security
tab.

4. Click Add to Address Book on View Certificates window. Click OK to automatically

import the person's certificate.

444 Send an encrypted Message
1. Create a new message
2. Select recipient from address book that has sent a signed email to you.
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Select Recipients

Type name or select From list:
| (]
|Main Identity's Contacts h | B e
Mame -« E-tail) | To:-=
kill bil
45 Ed
[
& *
B -
< I >
Mew Contact ] [ Properties ] < >
’ Ok, ] [ Cancel ]

Figure 4-64 Select receiver

Fill in the message as you normally would.

Click Encrypt on the toolbar.

B New Message

File Edit ‘iew Insert Format  Tools  Message Help

= | & v & vV 0 V.=

Send Undo Check Attach  Priority Sign

=

Encrypl

k)

Offline

Tor bl a
co |
Subject: |

Figure 4-65 Encrypt email

Click Send to send this email.
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4.5 Smart Card logon with ePass2000

Microsoft provides smart card logon as a built-in function in Windows 2000/2003/XP. Users can
choose logon a domain with traditional username and password or with a smart card to accomplish
the identity authentication process. Smart Card logon promotes security and ease-of-use to users,

who need only remember the User PIN of the smart card.

4.5.1 Configure a CA to Distribute Certificates
In order to logon with ePass2000, one should setup a CA, which can distribute certificates to users.

The certificates are stored in the smart card securely. The corresponding configuration processes are

listed below.

I. Login the server that is used to issue certificates as the administrator, and open the

Certification Authority as below.

{8 Certification Authority o ]
J&ction Wienw |J¢"§|||@ |
Tree I Iame | Intended Purpose
@ Certification Autherity (Local) GdEFs Recovery agent File Recovery
E@ Tesk Chy Basic EF3 Encrypting File System
21 Revoked Certificates Domain Controller Client Authentication, Server Authenkic
2 1ssued Certificates Web Server Server Authentication
1 Pending Requests Computer Client Authentication, Server Authentic
1 Failed Requests User Encrypting File System, Secure Email, ¢
L4 Policy Settings [ subordinate Certification Authariy
Administrator Code Signing, Microsoft Trusk List Signi
4| | i3

| |
Figure 4-66 Configure CA

In the console, click control tree and select: CA(computer name)-Policy Settings. The available

certificate templates will be listed in the windows on the right hand side.

2. In the Action menu click New and the sub-menu certificates to issue, the following dialog

will show
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L
i Select Certificate Template 7l.x]
Select a certificate template ta izsus certificates
| -

IJzer Sighature Only Secure Email, Clier
Smartcard User Secure Email, Clier
.-i‘-.uthenticated Sezzion Client Authenticatic
Smartcard Logan Client Authenticatic

Code Signing Code Signing

Trust List Signing Microsoft Trust List

h_n? F rrallrent Aaent | [ertifinate Fem et

1 »

OF. I Cancel |
Figure 4-67 Select certificate template

6. Choose Enrollment Agent then press OK. Follow the previous steps; add Smartcard Users
and Smartcard Logon, two templates, to certificate to issue dialogue. The picture will be
displayed if finish configuration.

: -0l
J&ction Yiew |J¢=-’|||@ |

{2 Certification Authority

Tree I

@ Certification Authority (Local)
=) Test CA

[Z] Revoked Certificates
(2 1ssued Certificates
[Z Pending Requests
[_1 Failed Requests

Mame

| Intended Purpose

EFS Recavery Agent
Basic EFS

Damain Contrallar
‘Web Server

File Recovery

Encrypting File System

Client Authentication, Server Authentic
Server Authentication

Client Authentication, Server Authentic
Encrypting File System, Secure Email, ©

423 Policy Settings Subordinate Certification Autharity
Code Signing, Micrasaft Trust List Signi
Certificabe Request Agent

Secure Email, Client Authentication, Sm

Adrminiskrator
Enrallment Agent
Smarkcard User

Smartcard Logon Client Authentication, Smart Card Loge
| ] ©
Figure 4-68 Certificate templates

In addition, Enrollment Agent certificates can be issued by different CA. The pre-requisite is that
the CA, which issues register agent certificates, should be the trusted CA in the domain.

Having an Enrollment Agent Certificate, we can setup a website that distribute the certificates.

7. Login as the administrator, press start -> run , input mmc and press enter.

8. Click Add/remove snap-in on console’s menu, and press add

9. In Standalone snap-ins dialog, double click Certificates. If you login as a user, the certificate
will be loaded automatically. On the other hand, if login as the administrator, you should My
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L
user account as follow
‘ 1 S =lolx|
Add/Remove Snap-in ﬂll ‘
_I Standalone I Exlensinmsl
|: Use thiz page to add o remove a standalone Shap-in from the conzole,
Shap-ing added tor Ia Console Root 1Ll

Certificates snap-in

rao]

Add Standalone Snap-in 'L.

Awailable Standalone Snap-ins:

Thiz znap-in will always manage certificates for;

My user account

Active Directory Domaing and Trus! £ Service account
@Activa Directary Sites and Services " Computer account
@Activa Directary Usgers and Comput
aﬁActivaX Contral
EJ Certificates
@ Certification Authority
@ Component Services
Q Computer Management
Device Manager
r @Disk Defragmenter

Description

The Certificates snap-n allows yau ta
cerlificate stores for pourself, a servici

< Back I Firizh I Cancel

Figure 4-69 Certificate snap-in

8. Close Snap-in dialog. Double click Certificate — Current user, select Personal, then press

the right button of the mouse, select Apply for a new certificate in all missions in popup
menu

tes - Current Use)

=5
IR =R
EIREEE |

J'ﬁ‘n Console  Window  Help

|J Action  Wiew  Favorites |J &= |

Tree I Favorites | Issued To 7 | Issued B | Expiration Date | Intended Purposes
20 Console Root =] administratar Administrator 415{210% File Recovery
E@ Certificates - currert L | Eadr i i

Certificate Request Wizard

| overy

£ Personal

fae ] 24 Certificates
4L Trusted Roat Certif
I:I Enterprise Trust
L] Intermediate Certif
D Active Direckory Us

Welcome to the Certificate
Request Wizard

This wizard helps you request a new certificate from a
certification authority (CA) in your domain,

A certificate, which is issued by a certification autharity,
is a confirmation of your identity and contains
information used to protect data or ko establish secure
netwark connections.

A private key is the secret half of a public and private
key pair associated with a certificate, It is used ko
digitally sign or decrypt data encrypted with the
corresponding public key.

To continue, click MNext,

< Back I Mext = I Cancel |
4 | Al

|Per5c|r|a| store containg 2 certificates. | |

Figure 4-70 personal certificate application

9. Click Next, select Enrollment agent certificate template.
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Ii']i] Consolel - [Console Root'\Certificates - Current User t = |E||5|

Jr%] Console  ‘window  Help |J D = E | ‘;Iilil‘

A EICEEE |

“ Action  Yew  Favorites

Tree I Favatites | Issued To  # | Issued B | Expiration Date | Intended Purposes
1 Console Root (& administrator Adrninistrator 4/15/2103 File Recovery
. ifi 2 ad =
B @ Certificates - Current | Eladr Certificate Request Wizard i 5' Bl
=[] Personal .
L4 Certificates Certificate Template
(1 Trusted Roak Certif A4 certificate template contains preset property values for certificates.

D Enterprise Trust
(2] Intermediate Certif
D Active Directory Us
-] REQUEST

Select a certificate template for your request,
Certificate templates:

Basic EFS |
EFS Recovery Agent

Enrallment Agent
Smartcard Lagon
Smarkcard User

User

I™ advanced options

< Back I Mext = I Cancel |
J o mlin o

|Persona\ skare contains 2 certificates. ‘ |

Figure 4-71 Certificate application wizard

10. Click Next, input the friendly name of the certificate to finish the application of Enrollment
agent certificate.

‘T Consolel - [Console Root'\Certificates - Current User i =101 x|
Jﬁ] Consolz  Window  Help |J O=H- | ‘ =& ﬂ‘
“ fction  Wew Favorites H o= | ‘ ﬂl | B ‘

Tree I Favatites | Issued To  / | Issued B | Expiration Date | Intended Purposes
-1 Consale Root (= adrministratar Administrator 4/15/2103 File Recovery
=] @ Certificates - Current L Adr 5 ﬂ OVEFY

- Certificate Request Wizard
=[] Personal

“..{3 Certificates Certificate Friendly Name and Description
[ Trusted Raot Certif ¥ou can provide a name and description that help you quickly identify a specific
D Enterprise Trust certificate,
(1 Intermediate Certif

Active Directory Us
8 REQUEST y Type a friendly name and description for the new certificate,

Friendly name:

Smart Card Logon Enroliment Agent

Description:

< Back I Mext = I Cancel |
o Ul »l

|Persuna\ store contains 2 certificates. ‘ |

Figure 4-72 Certificate application wizard

The domain administrator should finish the steps above in order to setup a certificate distributor
with an available Enrollment agent certificate before users can apply for certificates. This
administrator should have permission to access the Enrollment agent certificate template. For
more details about smart card logon and Enrollment agent certificate, see Windows online help.

4.5.2 Apply for a Smart Card Certificate
Users can apply for a smart card logon certificate with ePass2000 by completing the following
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steps.

1. Logon system as the administrator.

2. Launch an IE browser, and input the URL of the server that issue certificates.

3. Select Request a certificate, then click Next.

4. Select Advanced request, then click Next.

5.  Plug in ePass2000.

6. Select Request a certificate for a smart card on behalf of another user using a smart card

enrollment station, then click Next. (If it is the first time you apply for a certificate, the browser
will download two ActiveX plug-in automatically).

2 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edb  WView Favortes  Tools  Help .'l‘r
— | N S = ;

Qo - ) [¥] B @0 Oseach rravones @mede € (- a5

e . inks *

Address | & htep:/J152, 168.0. 112/ certsrv/certrgma asp v s ks

Microsoft Certificate Services -- Test CA

Advanced Certificate Request

Certificate Template:

Smartcard User V:

Key Options:
CEP: | FTSate ePas=2000 REA Cryptographic Service Provider v
Key Usage: (O Exchange O Signature (& Both |

for gy bin: 1024 .
Key Size: 1024 Maxinag (Fommen key sizes: 1034 )

(@ Create new key set
[]Set the container name
O Use existing key set
[CIEnable strang private key protection
[IMark keys as exportable

&) Done ® Internet

Figure 4-73 Smart card user apply for a certificate

7. Select certificate template as Smart card User

8. Select FTSafe ePss200 RSA Cryptographic Service Provider from Cryptographic Service
Provider

9. Select the Enrollment agent certificate we applied for in Administrator signing certificate
10. Input the corresponding domain username in Input Username then click Submit.

11. A pop-up windows will display and input the User PIN to ePass2000 in it.
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4.5.3 View Valid Smart Card Certificate

When finish downloading a certificate, users can view the certificates or apply for a new certificate.
After obtaining a smart card certificate, users can logon automatically via ePass2000. In addition,
users can use ePass2000 to lock their computer, such that when the user removes the ePass2000, the
computer is locked automatically or the user is automatically logged off. In order to unlock the

computer, the user need only plug in the ePass2000 and input a valid user PIN.

The operation to setup such these functions is as below:
1. Select Administration Tools in Control Panel, double click Local Security Settings.

: : - [0l x)
File  Action  View Help
2
@ Security Settings Policy Security Setting -~
+-(1@ Account Policies [R8]audit: Audt the use of Backup and Restars priviegs Disabled
-8 Local Policies [R8]Audt: Shut down system immediately i unable ta log security audits Disabled
Ee- (0 Audit Palicy 8] Devices: Allow undock without having ko log on Enabled
% (8 User Righks Assignmen [R8]evicq - s driristy ators
(8 Security options FEME Interactive logon: Smart card removal behavior Prop... E\E icabled
(1 Public Key Policies ] —— -
(L] Software Restriction Palicie | Lacal Security Setting i
18, 1P Security Polies on Loca EE]Devic sabled
pevic 5] Intsractive logor: Smart card 1emoval behavior Sl Ly
@8] Domai o defined
m Do i = ot defined
[2%]Domai ot defined
[R¥)Doma hisbled
B8] Domai HNo Action & habled
[3¥]Domai - habled
[a]Domai ;gfcke\f;;k;;ﬂ“ﬂ" s abled
m Do aif days
[R8]pomai isabled
B8] 1rters | fisabled
@8] 1nterg ot defined
] inters
E Interactive logon: Message title For users attemphing to log on jot: defined
[R8]nteractive lagon: Mumber of previous logons to cache (in case domain contraller is n... 10 logans
[R8] nteractive Ingon: Prompt user to change passward befare expiration 14 days
Interactw'e logon: Require Domain Controller authentication ko unlock workstation Disabled
[R¥]1nteractive lagon: Smart card removal behavior Mo Action
[RE]Microsaft network dient: Digitally sign communications {ahways) Disabled
M\crusoft network client: Digitally sign communications (f server agrees) Enabled
< 3 |[B¥]Microsoft network dient: Send unencrypted password to third-party SME servers Disabled v
Figure 4-74 Local security settings

2. Double click smart card removal behavior, a pop up dialog will display and select the

corresponding action.

4.6 Integrating Microsoft VPN with ePass2000

4.6.1 VPN Server Configuration

VPN stands for Virtual Private Network, which can establish secure channels on an insecure
network, establishing a private encrypted transfer tunnel. Windows 2000 and XP provide built-in
support for VPN. Like dial-up services to an ISP server, users can logon to the VPN server though a
secure channel and secure data transfer is established.

When setting up a secure VPN channel, the client and the server need to authenticate each other, so
that setup the secret key used to establish secure session and perform future encryption operation by
such key. Windows 2000, XP and Server 2003 allow users to use smart card for logon. In the
following chapters, the detail procedures on how to configure VPN routers and servers will be

illustrated.

1.  Select Administration Tools in Control Panel, double click Routing and remote access.
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2. Click the corresponding server in list tree on the left hand side, the Routing and remote access
setup wizard dialog will display as below:

S

5 Routing and Remot 18] x|
J Artion Wiew |J & = |
Ui I Routing and Remote Access Server Setup Wizard |

——
[= Routing and Reme
Server Status
HITACHI {locz

Welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helpz you set up your server o that you can
connect to other networks and allow connections from
remote clients.

To continue, click Mext.

< Back I Mext > I Cancel
T T

Figure 4-75 Configure Router

3. Click Next, select Virtual private network (VPN) server

5 Routing and Remol =10l x|

| acton vew || & 5 | @@ X5 B2 |
UizE I Routing and Remote Access Server Setup Wizard : 5[ |
—_— )
'g' Rou;ng ani?imc Common Configurations .
ClsS SEs You can zelect from several common configurations. &J
HITACHI {locz

¥ Internet connection server
Enable all of the computers on thizs nebwork to connect to the Internet.

" Remote access server
Enable remote computers to dial in to this netwark.

 ¥irtual private network [YPN] server

Enable remote computers to connect ko this network: through the Internet.
" Network router

Enable this netwark to communicate with other networks.

¢~ Manually configured zerver
Start the zerver with default settings.

¢ Back I Mext > I Cancel
T T

Figure 4-76 VPN server configurations

4. Click Next, select the supported protocol.
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Routing and Remote Access Server Setup Wizard

. x|
Remote Chent Protocols

o
The protocols required for WPM access must be available an thiz server. ?I,_,J

Yerify that the protocols required on thiz server for VPN clients are listed below
Frotocols:

TCRAP

¥ ‘Yes, all of the available protocols are on this list

€ No, | need to add protocals

< Back I Mest = I Cancel

Figure 4-77 Select protocol

5. Click Next, select network interface.

Routing and Remote Access Server Setup Wizard

: Xl

Internet Connection o
Remote ¥PH clients and routers uze a zingle connection o access thiz server &..J
through the Intemet,

Specify the Internet connection that this server uses.

Internet connections:

I ame | Description | IP Address
! riterm

Local Area Connection
Lozal Area Connection 2

Realtek RTL1394] PC..  192168.0.112
Intel 8255x-bazed PCIE...  132168.0.111

< Back I Mext » I Cancel

Figure 4-78 Select interface

6.

Click Next, select the IP address assignment for the VPN clients. The administrator can use
DHCP or assign a fixed scope for the IP address pool.

ePass2000 User Guide 68



ePass2000

Routing and Remote Access Server Setup Wizard = x|

IP Address Assignment .
ou can select the method for azsigning |P addresses to remate clients. ?I,_,J

How do you want IF addresses to be assigned to remote clients?

' Automatically

If you uge a DHCP server to azsign addrezses, confirm that it iz configured properly.
If you do not use a DHCP server, this server will generate the addresses.

= From a specified range of addresses

< Back I Mest = I Cancel

Figure 4-79 Configure IP address

7. Click Next, administrator may configure an authentication server RADIUS for VPN or
configure it later.

Routing and Remote Access Server Setup Wizard 3 x|

Managing Multiple Hemote Access Servers o
You can manage all of wour remote access servers centrally, %

A Remote Authentication Dial-ln User Service [RADIUS] server provides a central
authentication database for multiple remote access servers and collects accounting
infarmation about remote connections.

Do pou wank bo set up this remote access server to uge an existing RADIUS server?

¢ Mo, | don't want to set up this server to use BADIUS now

' Yez, | want to use a RADIUS server

& windows provides a BADIUS solution called Intemet Authentication Service [145]
az ah optional companent that you can install through Add/Remove Programs.

< Back I Mest = I Canicel

Figure 4-80 Configure authentication server

After completing the steps above, we have essentially setup a VPN dial-in server. Next, we will
configure the VPN authentication using smart card logon.

8. In the left list tree in Routing and remote access dialog, right click the corresponding server
and select the Property

9. Select security page and click authentication button as the following plot.
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HITACHI {local) Prop 2| =10l x|

J Action  ¥iew J General Security||P IPF'F' IEventLoggingl =

Tree I |

The authentication provider salidat TS ey e Lo 1e the: e i i & ﬂl'

[ Routing and Remal and demand-dial rauters.

i Server Status Autherticati der The server authenticates remate systems by using the selected methods in
1 [y HITACHI {local ulinEnEalEn HEER the order shown below.
-y IWindows Authentication

™ Estensible authentication protocal [EAP)
Authentication Methods. EAP Methads. . |

The _ac:c:ounting pravider maintains [ Micrasoft encrypted authentication version 2 [M5-CHAP 2]
1 Remete Ac sasslons: ) V' Microsoft encrypted authentication [MS-CHAP)

SECOUND oM ™ Encrypted authentication [CHAP)
™ Shiva Password Authentication Protocol [SPAP)

™ Unencrypted password [FAP)

‘Windows Accaunting

Unauthenticated acce:
’7 [~ Allow remate spstems to conhect without authentication

K —
,‘7 ok | Cancel | Apply | —’7

Figure 4-81 Configure server property

10. Select Extensible Authentication Protocol (EAP). EAP is an improvement over traditional
logons that only use a username and passwords. Smart card logon is one method of EAP.

11. Close Authentication dialog.
12. Close Server Property dialog.

13. In the left list tree in Routing and remote access dialog, select Remote access policy and

double click on it.
14. Press Edit Configure File in the pop up dialog

15. Select Identity Authentication page in Edit Dial-in Profile.

Allow access if dialin £ dit Dial-in Profile 21
Settings | Diakin Corsiraints | IP | lutiink |
Authentication | Encryption | Advanced
Palicy name:

Check the authentication methods which are allowed for this connection

Specify the conditions

e e e v Entensible Authentication Protocal

Select the EAP type which iz acceptable for this policy.

ISmart Card or ather Cartificate j Configure...

| —
¥ Microsoft Encrypted Authentication version 2 [M5-CHAP +2)
Add. | R ¥ Microsaft Encypted Authentication (MS-CHAR)
—IF & user matches the ™ Encrypted &uthentication [CHAP]

" Grant remate ac ™ Unencrypted Authentication [FAP, SPAP)
& Deny remote ac

Access wil be
unless access ik

Unavthenticated Acce:

Allows remote PPP clients to connect without negoliating
any authentication method.

Edit Profile...

Ok | Cancel I Apply

Figure 4-82 Edit dial-in configuration
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16. Select EAP, then press OK to finish configuration.
The VPN dial-in server setup is now complete..

4.6.2 Client Configuration

1. Select dial-up network in control panel

2. Double click Create a new connection, the Network connection wizard will be shown

New Connection Wizand
Network Connection Type
What do you want to do?

(") Connect to the Internet
Connect to the Internet so vou can browse the Web and read email.

(=) Connect to the network at my workplace

Connect to a bugineszs network: (uging dial-up or Y¥PN] g0 vou can work from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

() Set up an advanced connection

Connect directly to another computer uzing your senial, parallel, or infrared port, or
zet up this computer zo that ather computers can connect ba it

[ < Back “ Mext » l’ Cancel

Figure 4-83 Configure network connection

3. Select Virtual Private Network connection, and click Next

Mew Connection Wizard

MNetwork Connection
How do you want b connect to the network. at your workplace?

Create the following connection:

) Dial-up connection

Connect uging a modem and a regular phone ling or an Integrated Services Digital
Metwork [[SDM] phone line.

(=) Virtual Private Network connection

Connect to the network uging a virtual private network, VPN connection over the
Internet.

< Back “ Mext » I[ Cancel

Figure 4-84 Select connection type

ePass2000 User Guide 71



ePass2000

4. Input the IP address or the host name of VPN server

5. Select Use my smart card

Mew Connection Wizard

Smart Cards
You can use your smart card with this connection.

You can configure thiz connechion to uze your smart card to log you into the remate
netwaork, Select whether to use your smart card with this connection.

®

) Da not use my smart card

l < Back ” Mext » l’ Cancel

Figure 4-85 Select smart card logon

6. Finally, input the name of this connection.

The VPN client setup is complete. In order to logon using a secure VPN connection and your
ePass2000, just double click on this connection and input the user PIN.
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Chapter 5 Development Guide

This chapter will discuss issues about developing ePass2000 applications, including ePass2000
APIs and how to develop applications for different APIs.

ePass2000 API
PC/SC interface
MS CryptoAPI
PKCS#11 interface

vV V V V

5.1 ePass2000 API

ePass2000 supports two kinds of applications: PKI applications and smart card applications.
ePass2000 offers PKCS#11 and CSP for Microsoft CryptoAPI 2.0 interfaces. They are compatible
with the PKCS#11 standard from RSA or MS CryptoAPI from Microsoft. Many other software and
hardware providers also support these two standards. The fact that ePass2000 conforms to these
standards means that it may be integrated with other applications that also conform to these
standards, without the need for further development. ePass2000 also offers a PC/SC interface for

smart card applications.

ePass2000 PKI applications are based on the PC/SC interface. Developers may choose one or more

interfaces to develop their own applications with the ePass2000 token.

5.2 ePass2000 PC/SC Interface

The smart card subsystem of Win32 platforms is based on PC/SC standard (for more information
about PC/SC standard refer to http:// www.pcscworkgroup.com/). Components include:

»  Smart Card Resource Manager with Win32 API
»  User Interface
» COM components for Smart Card Service
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Smart card aware applications User Appllcatlnns

A

Smart Card Service
Providers
[COM Interface Madel)

User Irterface

(U

DLLs

| =

Smart Card Fesource Manager Resource Manager

n32 AP
Al ) Smart Card
| — Subsystem
Feader Helper Driver
Specific Specific Specific Oitivers
Reader Feader Reader
Diriwer Drriver Diriver

l

Reader | Reader Reader

Hardware

Figure 5-1 The structure of PC/SC system

The Win32 Smart Card Resource Manager abstracts all function calls from the application to the
hardware driver. A smart card application need only communicate with the smart card subset of the
Win32 API. The Win32 API takes care of communications to the hardware. Even if the smart card
vendor changes or updates the smart card interface, there is no affect to the upper-layer smart card
application.

The smart card resource manager is the abstract layer that interacts with smart card applications and
smart cards. The smart card resource manager function set includes:

Data Enquiry Functions

Resource Management Functions

Resource Manager Handle Functions

Resource Manager Tool Function

Monitor Functions

Smart Card and Card Reader Access Functions

VV VYV VY VYV

Direct Access Functions

5.2.1 Data Enquiry Functions
These functions are for smart card data enquiry, such as card type list for specific system users,
application service interfaces for specific smart cards, group lists of card readers in the system, and
card reader lists in one specific group.
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Function
SCardGetProviderld
SCardListCards
SCardListInterfaces
SCardListReaderGroups
SCardListReaders

5.2.2 Resource Management Functions
You can use specified resource context to update resource database settings.

Function
SCardAddReaderToGroup
SCardForgetCardType
SCardForgetReader
SCardForgetReaderGroup
SCardIntroduceCardType
SCardIntroduceReader
SCardIntroduceReaderGroup

SCardRemoveReaderFromGroup

5.2.3 Resource Manager Handle Functions
These functions are to establish and release operation handles for the enquiry and management
functions of smart card resource manager.

Function
SCardEstablishContext
SCardReleaseContext

5.2.4 Resource Manager Tool Function
This function is to release the memory automatically assigned by the system function when marked
with label SCARD AUTOALLOCATE.

Function

SCardFreeMemory

5.2.5 Monitor Functions
These functions are to trace the status of smart card and card reader. Most of them mark hardware
status with an array SCARD READERSTATE.
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Functions
SCardLocateCards
SCardGetStatuesChange
SCardCancel

5.2.6 Smart Card and Card Reader Access Functions

These functions are for connection and access to the specified smart card device. They perform I/O
operations to smart card using data block with control information. The control information always
begins with SCARD_10_REQUEST structure.

Function
SCardConnect

SCardReconnect

SCardDisconnect

SCardBegingTransaction
SCardStatus
SCardTransmit

5.2.7 Direct Access Functions

The Win32 smart card subsystem allows the applications to access smart cards that are not
completely compatible with ISO7816 standard. So Win32 smart card functions allow applications to
send control commands and data from the bottom layer directly to smart card readers. You must set
an ID for every property you would like to control in order to use these functions. And Win32 smart
card subset has already defined some property IDs.

Function
ScardControl
ScardGetAttrib
ScardSetAttrib

The smart card subsystem components have been configured when you install the system of
Windows 2000 and XP. But you should install Microsoft smart card patch for Windows NT 4.0 and
Windows 98 to support smart card applications.

Refer to the appropriate MSDN developer documents for more detailed information about the
Win32 smart card function set.

5.3 ePass2000 MS CryptoAPI

Microsoft CryptoAPI is a set of Win32 data encryption and security APIs provided to developers.
The CryptoAPI function set includes basic ASN.1 coding/decoding, hash, data
encryption/decryption, digital certificate management and other important cryptology application
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functions. Data encryption/decryption functions support both symmetric and asymmetric key
algorithms. CryptoAPI is used by all Microsoft Win32 applications and data encryption interface
from many other third-party vendors’ applications, such as Internet Explorer and Outlook are
developed on CryptoAPI.

Secure data transfer over a public network requires three factors: information hiding, identity
authentication and integrity check. The CryptoAPI offers functions in addition to those listed above:
standard ASN.1 coding and decoding, information decryption, digital certificate and certificate
storage management, certificate credit list, certificate revocation list and certificate validity check.

CryptoAPI architecture consists of 5 components:

»  Base Cryptography Functions: they fall into the following groups:

* Services Provider Functions

+ Key Generation and Exchange Functions

¢  CryptEncodeObject/CryptDecodeObject Functions

¢ Data encryption/Decryption Functions

¢ Hash and Digital Signature Functions

Y V V V

Certificate Store Functions
Simplified Message Structures
Low-Level Message Structures

Certificate Functions

CryptoAPl Interface — -

Certificate Encode/Decode Functions

CryptoAPI

Architecture
1

1 Message Functions

Application

Certificate Store
Functions

|

]

1
-

l

b

Simplified Message
Functions

§

Cerificate Encode/Decoda

Low Level Message

Functions Functions
1h
¥ 4 r L
Cryptographic Functions
Microsoft RSA Base Smart Card Tamper Resistant
Frovider Serice Provider Service Pravider
CSF #1 CSP #2 CSP #3
Key Datahase Key Datahase Key Database
Figure 5-2 The structure of CryptoAPI

The prefix of each function in our CSP is defined in the following table.
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Function Group Prefix definition
Base Cryptography Functions Crypt
Certificate Encode/Decode Functions | Crypt
Certificate Store Functions Store
Simplified Message Structures Message
Low-Level Message Structures Msg

5.3.1 CSP Module for ePass2000

The standard CSP for ePass2000 is seamlessly integrated with the CryptoAPI application program.
It can be compatible to the future CryptoAPI applications since it is compliant with Microsoft CSP
standard coding style.

CSP for ePass2000 is PROV_RSA FULL type of provider. It has the following features:
» Provide the secure storage for RSA key pair
» Provide different encryption algorithms and HASH functions
» Hardware RSA algorithm

ePass2000 CSP also supports the Microsoft extension standard for smart cards. So the ePass2000
token can be used with VPN and Windows 2000 smart card logon.

5.3.2 Certificate Storage Space
There is a physical storage space assigned to certificate in ePass2000 token, named “ePass2000”.
When the application configures this physical name in CertOpenStore function, it can access the

certificate inside. But the certificate cannot be deleted.

5.4 The ePass2000 PKCS#11 Module

The exponential growth of the Internet fueled the demand for applications to secure transactions and
communications over the public networks. With the growth in cryptographic applications came a
corresponding need for these new applications to interoperate and communicate with one another.
RSA Laboratories created the Public Key Cryptography Standard (PKCS) with this purpose in
mind.

The PKCS#11 standard is one of the PKCS standard families. The PKCS#11 standard (also known
as “Cryptoki”) is designed to ensure compatibility and interoperability between Public Key
Cryptography implementations developed by different software or token vendors. It defines a
common programming interface for Cryptoki tokens, such as ePass2000, and other cryptographic

hardware.

Before developing applications with the ePass2000 PKCS#11 module, you need to be familiar with
the PKCS#11 standard. You may find the latest version of the standard at
http://www.rsasecurity.com/rsalabs/pkcs/pkcs-11/index.html.
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The ePass2000 Cryptoki module supports PKCS#11 version 2.11. The interface is provided as a set
of C language functions in a Win32 dll. The following files are required to develop an ePass2000
PKCS#11 interface:

File SDK Path
pkesll.h \Include (Provided by RSA)
pkes11fh \Include (Provided by RSA)
pkeslith \Include (Provided by RSA)
ep2pkl11.1ib \Lib
ep2pk11.dll \Lib
(should be under the system directory at runtime)

The ep2pkll.dll is the core dynamic library of ePass2000’s PKCS#11 module. It contains
implementation of the interface defined by the RSA PKCS#11 specification. You should include
cryptoki.h header file in your project if you need to use this interface.

5.4.1 Supported PKCS#11 Object Class
The ePass2000 PKCS#11 implementation creates the following PKCS#11 objects (as specified in
version 2.11 of the standard):

Object Class Description

CKO_DATA For data structures defined by applications
CKO_SECRET _KEY | For symmetric keys

CKO_CERTIFICATE | For X.509 public certificates

CKO _PUBLIC KEY | For RSA/ DSA public key.

CKO _PRIVATE KEY | For RSA/DSA private key.

Applications may create and store inside epass2000 all of the objects listed in the table above. Or
the developer may choose to allow the objects to be available at runtime. Developers should
consider memory capacity limitations of ePass2000 as they select the objects for storage.

5.4.2 PKCS#11 Mechanisms Supported by ePass2000
The following table illustrates all mechanisms implemented by ePass2000 PKCS#11 module:

Mechanisms

CKM RSA PKCS KEY PAIR GEN

CKM_RSA_PKCS

CKM_DSA KEY PAIR_GEN

CKM_DSA

CKM_RC2_KEY_GEN
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CKM_RC2 ECB

CKM_RC2 CBC

CKM RC4 KEY GEN

CKM _RC4 ECB

CKM _RC4 CBC

CKM_DES KEY GEN

CKM_DES_ECB

CKM_DES_CBC

CKM_DES_CBC_PAD

CKM_DES3_KEY_GEN

CKM_DES3_ECB

CKM_DES3_CBC

CKM_DES3_CBC_PAD

CKM_MD2

CKM_MD5

CKM SHA 1

The following table shows key sizes supported by ePass2000 PKCS#11 library.

Mechanisms Key Sizes
CKM_RSA_KEY PAIR_GEN 1024 bits
CKM_DSA_KEY PAIR_GEN 1024 bits
CKM_RC2 KEY GEN 1-128 bytes
CKM RC4 KEY GEN 1-256 bytes
CKM_DES_KEY_ GEN 8 bytes
CKM _DES3 KEY GEN 24 bytes

5.5 Functions of the ePass2000 PKCS#11 Library

Developers and hardware vendors should familiarize themselves with the PKCS #11 functions
because they will need to call these functions to integrate their applications to ePass2000 (See the
RSA PKCS#11 specification at http://www.rsasecurity.com.)

The PKCS#11 specification is for a general case of Cryptoki hardware. Specific Cryptoki hardware
implementation will vary depending on the characteristics of the hardware itself.

The ePass2000 PKCS#11 library also has some hardware specific variances from the standard:
» The C_WaitForSlotEvent with block mode is not implemented.

»  There are some functions defined in the PKCS #11 standard that are not implemented for the
ePass2000 interface. If a non-implemented function is called, it will return a code,
CKR_FUNCTION NOT_SUPPORT.

ePass2000 User Guide 80



ePass2000

Note: ePass2000 is the “token” referred to in the PKCS#11 standard.

The PKCS #11 standard will refer to a “slot” for a card reader. Since the card reader function is
integrated into ePass2000, this terminology does not apply.

The following table lists functions of PKCS#11 specification:

General Purpose Functions

C_Initialize

C_Finalize
C_Getlnfo
C_GetFunctionList
Slot and Token Management Functions
C_GetSlotList
C_GetSlotInfo
C_GetTokenInfo
C_WaitForSlotEvent
C_GetMechanismList
C_GetMechanismInfo
C_InitToken
C_InitPIN

C_SetPIN

Session Management Functions

C_OpenSession

C_CloseSession
C_CloseAllSessions
C_GetSessionInfo
C_GetOperationState *
C_SetOperationState *

C_Login

C_Logout

Object Management Functions
C_CreateObject

C_CopyObject *
C_DestroyObject
C_GetObjectSize *
C_GetAttributeValue
C_SetAttributeValue
C_FindObjectslnit
C_FindObjects
C_FindObjectsFinal

Encryption Functions
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C_Encryptlnit

C_Encrypt

C_EncryptUpdate

C_EncryptFinal

Decrypt Functions

C_Decryptlnit

C_Decrypt

C_DecryptUpdate

C_DecryptFinal

Message Digesting Functions

C_Digestlnit

C_Digest

C_DigestUpdate

C_DigestKey

C_DigestFinal

Signing and MACing Functions

C_Signlnit

C_Sign

C_SignUpdate *

C_SignFinal *

C_SignRecoverlnit *

C_SignRecover *

Verifying Signatures and MAC Functions

C_Verifylnit

C_Verify

C_VerifyUpdate *

C_VerifyFinal *

C_VerifyRecoverlnit *

C_VerifyRecover *

Dual-Function Cryptographic Functions *

C_DigestEncryptUpdate

C_DecryptDigestUpdate

C_SignEncryptUpdate

C_DecryptVerifyUpdate

Key Management Functions

C_GenerateKey

C_GenerateKeyPair

C_WrapKey

C_UnwrapKey

C_DeriveKey

Random Number Generation Functions

C_SeedRandom

C_GenerateRandom
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Parallel Function Management Functions

C_GetFunctionStatus

C_CancelFunction

Note: The functions with star mark are not supported in this version.
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Appendix

ePass2000 Technical Specifications

Supported Operating Systems

Windows 98SE/ME/2000/XP/Server 2003; Mac
OS 9 above; Linux

Certifications and Standards

PKCS#11 v2.10, MS CAPI, PC/SC, X.509 v3
Certificate Storage, SSL v3, IPSec, ISO 7816

Memory Size (by Model)

32k

On-Board Security Algorithms

RSA, DES, 3DES, DSA, MD5, SHA-1

Chip Security Level

Secured and Encrypted Data Storage

Dimensions 50 x 17 x 7 mm (1.97 x 0.67 x 0.28 inches)
Weight 6g
Power Dissipation <250 mW

Operating Temperature

0C~70C (32Fto156F)

Storage Temperature

-40C~85C (40F to 185F)

Humidity Rating 0 to 100% without condensation
Connector Type USB type A (Universal Serial Bus)
Casing Hard Molded Plastic, Tamper Evident

Memory Data Retention

At least 10 years

Memory Cell Rewrites

At least 100,000 times
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